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QUESTION 1

What is one possible method that hackers can use to sniff SSL connections?Choose the best answer. 

A. Use dsniff 

B. Act as a man in the middle between the client and the webserver and send the client a fake certificate that the user
will accept as legitimate 

C. Use SSLSniff to sniff the session key exchange 

D. Use SSL Relay 

Correct Answer: B 

 

QUESTION 2

Bob has just produced a very detailed penetration testing report for his client.Bob wishes to ensure that the report will
not be changed in storage or in transit.What would be the best tool that Bob can use to assure the integrity of the
information and detect any changeds that could have happend to the report while being transmitted or stored? 

A. A Symmetric Encryption Algorithm 

B. An Asymmetric Encryption Algorithm 

C. An Hashing Algorithm 

D. The ModDetect Algorithm 

Correct Answer: C 

 

QUESTION 3

Under the Windows platform,there is something refered to as Null Session. 

Which of the following statements would best describe what a null session consists of? 

A. It is a session where zero bytes of traffic have been transferred 

B. It is a session where erroneous commands are being used showing the a lack of knowledge of the user connected. 

C. It is a remote session that is established anonymously to a window machine 

D. It is a anonymous FTP session under the Windows platform 

Correct Answer: C 

 

QUESTION 4
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Which of the following best describes a Script Kiddie? 

A. A programmer who is less than 18 years old but already creating exploits that take advantage of vulnerabilities in
software 

B. A programmer who reverses engineer application in order to find weaknesses 

C. A person who uses already written software or tools in order to compromise systems 

D. A person who mastered scripting language since a very early age 

Correct Answer: C 

 

QUESTION 5

You have successfully exploited a remote computer.You now have limited privilege on the remote computer. 

You tests have revealed that it is possible to download files from the internet but the size of the limited to less than 60K. 

You would like to escalate your privilege by scanning the internal network and also setup a permanent backdoor that
would allow you to return to the compromised host at will. 

Which of the following tools could be used for such purpose? 

A. Hijack This 

B. Netcat 

C. ButtSniff 

D. BackOrifice 

Correct Answer: B 
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