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QUESTION 1

Which statements are true regarding Beacons from an AP in an HT infrastructure BSS that is configured with multiple
WLAN profiles? (Choose 3)

A. Beacons can be disabled for security purposes.

B. The BSSID and Source Address are always the same.

C. The Destination Address is always FF:FF.FF:FF:FF.FF.

D. The Receiver address and the BSSID are always the same.

E. When the SSID is "hidden," the ESS subfield of the Capability Information field distinguishes one BSS from another.
F. All Beacons generated by APs contain a TIM information element.

G. The Beacon interval must be the same for all WLANs (SSIDs) supported by a single AP

Correct Answer: BCF

QUESTION 2

The IEEE 802.11 Dynamic Frequency Selection (DFS) service is capable of performing what functions? (Choose 2)
A. Establishing an interference baseline on all 2.4 GHz channels

B. Using modulation switching techniques to avoid interfering with radar systems

C. Testing channels for radar before using a channel and while operating in a channel

D. Suspending operations on a channel with high IEEE 802.11 co-channel interference

E. Requesting and reporting of measurements in the current and other channels

Correct Answer: CE

QUESTION 3

Why is a high CRC error rate in L2 protocol analysis software NOT always a valid indicator of network performance?
(Choose 3)

A. If protocol analysis software is not properly configured with frame decryption parameters, it can\\'t accurately
calculate a CRC, which includes the encrypted frame body contents.

B. If the protocol analysis radio hardware is not located in the same area as intended client devices or APs, its data
sampling may not be representative of actual traffic on the network.

C. Radio and antenna hardware used for protocol analysis may not match the receive sensitivity, diversity, MIMO, or
antenna gain capabilities of the network WLAN hardware.
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D. Layer 2 protocol analysis can only collect and interpret data that is received properly at the MAC layer, and cannot
quantify some PHY-layer problems.

Correct Answer: BCD

QUESTION 4

Given: The graphic is taken from a spectrum analyzer.
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What types of RF transmitters are illustrated?

A. An |IEEE 802.11 HR/DSSS security camera on channel 6 and an RFID tag
B. A Bluetooth headset and a narrowband RF jamming device

C. A 2.4 GHz cordless phone and an OpenAir FHSS system

D. A 20 MHz HT IEEE 802.11 system using channel 1 and a microwave oven

Correct Answer: D

QUESTION 5

Which statement accurately describes IEEE 802.11 Power Save operation in a Basic Service Set that does not support
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the QoS facility?

A. Following a period of time in a low power state, client stations wake themselves and automatically poll the access
point for traffic using a PS-Poll frame.

B. When the access point\\'s buffer is full, the access point wakes all client stations using a PS-Poll frame so that they
can receive the data.

C. Upon receiving traffic for a dozing station, the access point wakes the client station using a PS-Poll frame so that the
client station can receive the data.

D. After waking from a low power state, client stations listen for the next Beacon to determine if sending a PS-Poll frame
to the access point is necessary.

E. After waking at a scheduled TBTT, client stations send Null Function frames to the access point with the Power
Management bit set back to zero.

Correct Answer: D
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