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QUESTION 1

You wish to have a sub-1G connection to AWS to save on costs. How can you achieve this? 

A. Just set your router to the speed you want and AWS will charge you based on the actual speed of the port. 

B. Contact AWS, they will put you in contact with a technical account manager who can help you get this setup. 

C. You can\\'t. The only speeds available for Direct Connect are 1G and 10G. 

D. Contact an AWS partner, AWS does not provide sub-1G connection speeds. 

Correct Answer: D 

Explanation: 

Sub-1G service is only available through AWS partners. 

 

QUESTION 2

You have a management server that needs to be able to communicate with two subnets. One of these subnets is
private. This subnet must remain private and must not pass any traffic back to other subnets. 

How would you configure this? 

A. Configure a NACL to allow access from the management server to the private server. 

B. Add an ENI to the management server that resides in the subnet of the private server. 

C. You can\\'t do this without allowing traffic back through the other subnet. 

D. Configure a security group rule to allow access from the management server to the private server. 

Correct Answer: B 

Explanation: 

Add an ENI to the management server that resides in the subnet of the private server. This will allow the 

management server to communicate with the private server without having to change security rules. 

 

QUESTION 3

What are three services that help mitigate a DDoS? (Choose two.) 

A. AWS Shield 

B. DynamoDB 

C. Elastic Beanstalk 
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D. CloudFront 

Correct Answer: AD 

Explanation: 

AWS Shield and CloudFront can help mitigate the effects of a DDoS 

 

QUESTION 4

Your company runs an HTTPS application using an Elastic Load Balancing (ELB) load balancer/PHP on nginx
server/RDS in multiple Availability Zones. You need to apply Geographic Restriction and identify the client\\'s IP address
in your application to generate dynamic content. 

How should you utilize AWS services in a scalable fashion to perform this task? 

A. Modify the nginx log configuration to record value in X-Forwarded-For and use CloudFront to apply the Geographic
Restriction. 

B. Enable ELB access logs to store the client IP address and parse these to dynamically modify a blacklist. 

C. Use X-Forwarded-For with security groups to apply the Geographic Restriction. 

D. Modify the application code to use value of X-Forwarded-For and CloudFront to apply the Geographic Restriction. 

Correct Answer: A 

 

 

QUESTION 5

A company is deploying a critical application on two Amazon EC2 instances in a VPC. Failed client connections to the
EC2 instances must be logged according to company policy. 

What is the MOST cost-effective solution to meet these requirements? 

A. Move the EC2 instances to a dedicated VPC. Enable VPC Flow Logs with a filter on the deny action. Publish the flow
logs to Amazon CloudWatch Logs. 

B. Move the EC2 instances to a dedicated VPC subnet. Enable VPC Flow Logs for the subnet with a filter on the reject
action. Publish the flow logs to an Amazon Kinesis Data Firehose stream with a data delivery to an Amazon S3 bucket. 

C. Enable VPC Flow Logs, filtered for rejected traffic, for the elastic network interfaces associated with the instances.
Publish the flow logs to an Amazon Kinesis Data Firehose stream with a data delivery to an Amazon S3 bucket. 

D. Enable VPC Flow Logs, filtered for rejected traffic, for the elastic network interfaces associated with the instances.
Publish the flow logs to Amazon CloudWatch Logs. 

Correct Answer: A  
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