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QUESTION 1

A company has a web-based application using Amazon CloudFront and running on Amazon Elastic Container Service
(Amazon ECS) behind an Application Load Balancer (ALB). The ALB is terminating TLS and balancing load across ECS
service tasks A security engineer needs to design a solution to ensure that application content is accessible only
through CloudFront and that I is never accessible directly. 

How should the security engineer build the MOST secure solution? 

A. Add an origin custom header Set the viewer protocol policy to HTTP and HTTPS Set the origin protocol pokey to
HTTPS only Update the application to validate the CloudFront custom header 

B. Add an origin custom header Set the viewer protocol policy to HTTPS only Set the origin protocol policy to match
viewer Update the application to validate the CloudFront custom header. 

C. Add an origin custom header Set the viewer protocol policy to redirect HTTP to HTTPS Set the origin protocol policy
to HTTP only Update the application to validate the CloudFront custom header. 

D. Add an origin custom header Set the viewer protocol policy to redirect HTTP to HTTPS.Set the origin protocol policy
to HTTPS only Update the application to validate the CloudFront custom header 

Correct Answer: D 

 

QUESTION 2

A company hosts an application on Amazon EC2 that is subject to specific rules for regulatory compliance. One rule
states that traffic to and from the workload must be inspected for network-level attacks. This involves inspecting the
whole packet. 

To comply with this regulatory rule, a security engineer must install intrusion detection software on a c5n.4xlarge EC2
instance. The engineer must then configure the software to monitor traffic to and from the application instances. 

What should the security engineer do next? 

A. Place the network interface in promiscuous mode to capture the traffic. 

B. Configure VPC Flow Logs to send traffic to the monitoring EC2 instance using a Network Load Balancer. 

C. Configure VPC traffic mirroring to send traffic to the monitoring EC2 instance using a Network Load Balancer. 

D. Use Amazon Inspector to detect network-level attacks and trigger an AWS Lambda function to send the suspicious
packets to the EC2 instance. 

Correct Answer: C 

 

QUESTION 3

DDoS attacks that happen at the application layer commonly target web applications with lower volumes of traffic
compared to infrastructure attacks. To mitigate these types of attacks, you should probably want to include a WAF (Web
Application Firewall) as part of your infrastructure. To inspect all HTTP requests, WAFs sit in-line with your application
traffic. Unfortunately, this creates a scenario where WAFs can become a point of failure or bottleneck. To mitigate this
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problem, you need the ability to run multiple WAFs on demand during traffic spikes. This type of scaling for WAF is done
via a "WAF sandwich." Which of the following statements best describes what a "WAF sandwich" is? Choose the correct
answer from the options below 

Please select: 

A. The EC2 instance running your WAF software is placed between your private subnets and any NATed connections to
the internet. 

B. The EC2 instance running your WAF software is placed between your public subnets and your Internet Gateway. 

C. The EC2 instance running your WAF software is placed between your public subnets and your private subnets. 

D. The EC2 instance running your WAF software is included in an Auto Scaling group and placed in between two Elastic
load balancers. 

Correct Answer: D 

The below diagram shows how a WAF sandwich is created. Its the concept of placing the Ec2 instance which hosts the
WAF software in between 2 elastic load balancers. 

Option A.B and C are incorrect since the EC2 Instance with the WAF software needs to be placed in an Autoscaling
Group For more information on a WAF sandwich please refer to the below Link:
https://www.cloudaxis.eom/2016/11/2l/waf-sandwich/l The correct answer is: The EC2 instance running your WAF
software is included in an Auto Scaling group and placed in between two Elastic load balancers. 
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QUESTION 4

A company\\'s engineering team is developing a new application that creates AWS Key Management Service (AWS
KMS) CMK grants for users. Immediately after a grant is created, users must be able to use the CMK to encrypt a
512-byte payload. During load testing, a bug appears intermittently where AccessDeniedExceptions are occasionally
triggered when a user first attempts to encrypt using the CMK. 

Which solution should the company\\'s security specialist recommend? 

A. Instruct users to implement a retry mechanism every 2 minutes until the call succeeds. 

B. Instruct the engineering team to consume a random grant token from users, and to call the CreateGrant operation,
passing it the grant token. Instruct users to use that grant token in their call to encrypt. 

C. Instruct the engineering team to create a random name for the grant when calling the CreateGrant operation. Return
the name to the users and instruct them to provide the name as the grant token in the call to encrypt. 

D. Instruct the engineering team to pass the grant token returned in the CreateGrant response to users. Instruct users to
use that grant token in their call to encrypt. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/kms/latest/developerguide/grants.html 

 

QUESTION 5

Your company currently has a set of EC2 Instances hosted in a VPC. The IT Security department is suspecting a
possible DDos attack on the instances. What can you do to zero in on the IP addresses which are receiving a flurry of
requests. 

Please select: 

A. Use VPC Flow logs to get the IP addresses accessing the EC2 Instances 

B. Use AWS Cloud trail to get the IP addresses accessing the EC2 Instances 

C. Use AWS Config to get the IP addresses accessing the EC2 Instances 

D. Use AWS Trusted Advisor to get the IP addresses accessing the EC2 Instances 

Correct Answer: A 

With VPC Flow logs you can get the list of IP addresses which are hitting the Instances in your VPC You can then use
the information in the logs to see which external IP addresses are sending a flurry of requests which could be the
potential threat foi a DDos attack. Option B is incorrect Cloud Trail records AWS API calls for your account. VPC
FLowlogs logs network traffic for VPC, subnets. Network interfaces etc. As per AWS, VPC Flow Logs is a feature that
enables you to capture information about the IP traffic going to and from network interfaces in your VPC where as AWS
CloudTrail, is a service that captures API calls and delivers the log files to an Amazon S3 bucket that you specify.
Option C is invalid this is a config service and will not be able to get the IP addresses Option D is invalid because this is
a recommendation service and will not be able to get the IP addresses For more information on VPC Flow Logs, please
visit the following URL: https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html The correct answer
is: Use VPC Flow logs to get the IP addresses accessing the EC2 Instances 
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