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QUESTION 1

A financial institution has the following security requirements: 

Cloud-based users must be contained in a separate authentication domain. Cloud-based users cannot access on-
premises systems. 

As part of standing up a cloud environment, the financial institution is creating a number of Amazon managed databases
and Amazon EC2 instances. An Active Directory service exists on-premises that has all the administrator accounts, and
these must be able to access the databases and instances. 

How would the organization manage its resources in the MOST secure manner? (Choose two.) 

A. Configure an AWS Managed Microsoft AD to manage the cloud resources. 

B. Configure an additional on-premises Active Directory service to manage the cloud resources. 

C. Establish a one-way trust relationship from the existing Active Directory to the new Active Directory service. 

D. Establish a one-way trust relationship from the new Active Directory to the existing Active Directory service. 

E. Establish a two-way trust between the new and existing Active Directory services. 

Correct Answer: AE 

Deploy a new forest/domain on AWS with one-way trust. If you are planning on leveraging credentials from an on-
premises AD on AWS member servers, you must establish at least a one-way trust to the Active Directory running on
AWS. In this model, the AWS domain becomes the resource domain where computer objects are located and on-
premises domain becomes the account domain. 

Ref: https://d1.awsstatic.com/whitepapers/adds-on-aws.pdf 

 

QUESTION 2

A company wants to gain better control of its large number of AWS accounts by establishing a centralized location
where the accounts can be managed. The company also wants to prevent any users outside the company-owned AWS
accounts from accessing a company Amazon S3 bucket. 

Which solution meets these requirements with the LEAST amount of operational overhead? 

A. Implement an organization in AWS Organizations. Build a detective control by monitoring AWS CloudTrail logs for
attempts to access the S3 bucket from IP addresses outside the company. 

B. Deploy an AWS Control Tower landing zone, and migrate the accounts. Create an S3 bucket policy that restricts
access to only a principal list of accounts that have been manually entered. 

C. Create an organization in AWS Organizations. Invite the AWS accounts to join the organization. Create a resource
policy that includes a PrincipalOrgID condition key for the S3 bucket. 

D. Invite all of the company\\'s AWS accounts into AWS Control Tower. Use AWS Control Tower\\'s automatic protection
for the AWS accounts to deny access from external users. 

Correct Answer: C 
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Reference: https://aws.amazon.com/blogs/security/control-access-to-aws-resources-by-using-the-awsorganization-of-
iam-principals/ 

 

QUESTION 3

A company\\'s Information Security team wants to analyze Amazon EC2 performance and utilization data in near-real
time for anomalies. A Security Engineer is responsible for log aggregation. The Engineer must collect logs from all of the
company\\'s AWS accounts in a centralized location to perform the analysis. 

How should the Security Engineer do this? 

A. Log in to each account four times a day and filter the AWS CloudTrail log data, then copy and paste the logs in to the
Amazon S3 bucket in the destination account. 

B. Set up Amazon CloudWatch to stream data to an Amazon S3 bucket in each source account. Set up bucket
replication for each source account into a centralized bucket owned by the Security Engineer. 

C. Set up an AWS Config aggregator to collect AWS configuration data from multiple sources. 

D. Set up Amazon CloudWatch cross-account log data sharing with subscriptions in each account. Send the logs to
Amazon Kinesis Data Firehose in the Security Engineer\\'s account. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrateconfig.html 

 

QUESTION 4

A company uses identity federation to authenticate users into an identity account (987654321987) where the users
assume an IAM role named IdentityRole. The users then assume an IAM role named JobFunctionRole in the target
AWS account (123456789123) to perform their job functions. 

A user is unable to assume the IAM role in the target account. The policy attached to the role in the identity account is: 
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What should be done to enable the user to assume the appropriate role in the target account? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 5

A company has multiple VPCs in their account that are peered, as shown in the diagram. A Security 

Engineer wants to perform penetration tests of the Amazon EC2 instances in all three VPCs. 

How can this be accomplished? (Choose two.) 

A. Deploy a pre-authorized scanning engine from the AWS Marketplace into VPC B, and use it to scan instances in all
three VPCs. Do not complete the penetration test request form. 

B. Deploy a pre-authorized scanning engine from the Marketplace into each VPC, and scan instances in each VPC from
the scanning engine in that VPC. Do not complete the penetration test request form. 
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C. Create a VPN connection from the data center to VPC A. Use an on-premises scanning engine to scan the instances
in all three VPCs. Complete the penetration test request form for all three VPCs. 

D. Create a VPN connection from the data center to each of the three VPCs. Use an on- premises scanning engine to
scan the instances in each VPC. Do not complete the penetration test request form. 

E. Create a VPN connection from the data center to each of the three VPCs. Use an on- premises scanning engine to
scan the instances in each VPC. Complete the penetration test request form for all three VPCs. 

Correct Answer: BD 

https://aws.amazon.com/security/penetration-testing/ 
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