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QUESTION 1

While securing the connection between a company\\'s VPC and its on-premises data center, a Security Engineer sent a
ping command from an on-premises host (IP address 203.0.113.12) to an Amazon EC2 instance (IP address
172.31.16.139). The ping command did not return a response. The flow log in the VPC showed the following: 2
123456789010 eni-1235b8ca 203.0.113.12 172.31.16.139 0 0 1 4 336 1432917027 1432917142 ACCEPT OK 2
123456789010 eni-1235b8ca 172.31.16.139 203.0.113.12 0 0 1 4 336 1432917094 1432917142 REJECT OK 

What action should be performed to allow the ping to work? 

A. In the security group of the EC2 instance, allow inbound ICMP traffic. 

B. In the security group of the EC2 instance, allow outbound ICMP traffic. 

C. In the VPC\\'s NACL, allow inbound ICMP traffic. 

D. In the VPC\\'s NACL, allow outbound ICMP traffic. 

Correct Answer: D 

 

QUESTION 2

An organization wants to log all AWS API calls made within all of its AWS accounts, and must have a central place to
analyze these logs. 

What steps should be taken to meet these requirements in the MOST secure manner? (Choose two.) 

A. Turn on AWS CloudTrail in each AWS account 

B. Turn on CloudTrail in only the account that will be storing the logs 

C. Update the bucket ACL of the bucket in the account that will be storing the logs so that other accounts can log to it 

D. Create a service-based role for CloudTrail and associate it with CloudTrail in each account 

E. Update the bucket policy of the bucket in the account that will be storing the logs so that other accounts can log to it 

Correct Answer: AE 

 

 

QUESTION 3

A company hosts critical data in an S3 bucket. Even though they have assigned the appropriate permissions to the
bucket, they are still worried about data deletion. What measures can be taken to restrict the risk of data deletion on the
bucket. Choose 2 answers from the options given below Please select: 

A. Enable versioning on the S3 bucket 

B. Enable data at rest for the objects in the bucket 
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C. Enable MFA Delete in the bucket policy 

D. Enable data in transit for the objects in the bucket 

Correct Answer: AC 

One of the AWS Security blogs mentions the followinj Versioning keeps multiple versions of an object in the same
bucket. When you enable it on a bucket Amazon S3 automatically adds a unique version ID to every object stored in the
bucket. At that point, a simple DELETE action does not permanently delete an object version; it merely associates a
delete marker with the object. If you want to permanently delete an object version, you must specify its version ID in
your DELETE request. You can add another layer of protection by enabling MFA Delete on a versioned bucket. Once
you do so, you must provide your AWS accounts access keys and a valid code from the account\\'s MFA device in order
to permanently delete an object version or suspend or reactivate versioning on the bucket. Option B is invalid because
enabling encryption does not guarantee risk of data deletion. Option D is invalid because this option does not guarantee
risk of data deletion. For more information on AWS S3 versioning and MFA please refer to the below URL:
https://aws.amazon.com/blogs/security/securing-access-to-aws-using-mfa-part-3/ The correct answers are: Enable
versioning on the S3 bucket Enable MFA Delete in the bucket policy 

 

QUESTION 4

A company stores images for a website in an Amazon S3 bucket. The company is using Amazon CloudFront to serve
the images to the end users. The company recently discovered that the images are being accessed form countries
where the company does not have a distribution license. 

Which actions should the company take to secure the images to limit their distribution? (Choose two.) 

A. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI). 

B. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the
company lacks a license. 

C. Add a CloudFront geo restriction deny list of countries where the company lacks a license. 

D. Update the S3 bucket policy with a deny list of countries where the company lacks a license. 

E. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license. 

Correct Answer: AE 

 

 

QUESTION 5

A Devops team is currently looking at the security aspect of their CI/CD pipeline. They are making use of AWS
resource? for their infrastructure. They want to ensure that the EC2 Instances don\\'t have any high security
vulnerabilities. They want to ensure a complete DevSecOps process. How can this be achieved? 

Please select: 

A. Use AWS Config to check the state of the EC2 instance for any sort of security issues. 

B. Use AWS Inspector API\\'s in the pipeline for the EC2 Instances 
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C. Use AWS Trusted Advisor API\\'s in the pipeline for the EC2 Instances 

D. Use AWS Security Groups to ensure no vulnerabilities are present 

Correct Answer: B 

Amazon Inspector offers a programmatic way to find security defects or misconfigurations in your operating systems
and applications. Because you can use API calls to access both the processing of assessments and the results of your
assessments, integration of the findings into workflow and notification systems is simple. DevOps teams can integrate
Amazon Inspector into their CI/CD pipelines and use it to identify any pre- existing issues or when new issues are
introduced. Option A.C and D are all incorrect since these services cannot check for Security Vulnerabilities. These can
only be checked by the AWS Inspector service. For more information on AWS Security best practices, please refer to
below URL: https://d1.awsstatic.com/whitepapers/Security/AWS Security Best Practices.pdl The correct answer is: Use
AWS Inspector API\\'s in the pipeline for the EC2 Instances 
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