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QUESTION 1

A company website runs on Amazon EC2 instances behind an Application Load Balancer (ALB). The instances run in
an Auto Scaling group across multiple Availability Zones. There is an Amazon CloudFront distribution in front of the
ALB. Users are reporting performance problems. A security engineer discovers that the website is receiving a high rate
of unwanted requests to the CloudFront distribution originating from a series of source IP addresses. 

How should the security engineer address this problem? 

A. Using AWS Shield, configure a deny rule with an IP match condition containing the source IPs of the unwanted
requests. 

B. Using Auto Scaling, configure the maximum an instance value to an increased count that will absorb the unwanted
requests. 

C. Using an Amazon VPC NACL, configure an inbound deny rule for each source IP CIDR address of the unwanted
requests. 

D. Using AWS WAF, configure a web ACL rate-based rule on the CloudFront distribution with a rate limit below that of
the unwanted requests. 

Correct Answer: D 

 

QUESTION 2

A company has set up the following structure to ensure that their S3 buckets always have logging enabled 

If there are any changes to the configuration to an S3 bucket, a config rule gets checked. If logging is disabled , then
Lambda function is invoked. This Lambda function will again enable logging on the S3 bucket. Now there is an issue
being encoutered with the entire flow. You have verified that the Lambda function is being invoked. But when logging is
disabled for the bucket, the lambda function does not enable it again. Which of the following could be an issue 

Please select: A. The AWS Config rule is not configured properly 

B. The AWS Lambda function does not have appropriate permissions for the bucket 

C. The AWS Lambda function should use Node.js instead of python. 

D. You need to also use the API gateway to invoke the lambda function 

Correct Answer: B 
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The most probable cause is that you have not allowed the Lambda functions to have the appropriate permissions on the
S3 bucket to make the relevant changes. Option A is invalid because this is more of a permission instead of a
configuration rule issue. Option C is invalid because changing the language will not be the core solution. Option D is
invalid because you don\\'t necessarily need to use the API gateway service For more information on accessing
resources from a Lambda function, please refer to below URL https://docs.aws.amazon.com/lambda/latest/ds/accessing-
resources.htmll The correct answer is: The AWS Lambda function does not have appropriate permissions for the
bucket 

 

QUESTION 3

A company\\'s security team suspects that an insider threat is present. The security team is basing its suspicion on
activity that occurred in one of the company\\'s AWS accounts. The activity was performed with the AWS account root
user credentials. The root user has no access keys. The company uses AWS Organizations, and the account where the
activity occurred is in an OU. 

A security engineer needs to take away the root user\\'s ability to make any updates to the account. The root user
password cannot be changed to accomplish this goal. 

Which solution will meet these requirements? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: C 

 

 

QUESTION 4

A company\\'s engineering team is developing a new application that creates AWS Key Management Service (AWS
KMS) CMK grants for users. Immediately after a grant is created, users must be able to use the CMK to encrypt a
512-byte payload. During load testing, a bug appears intermittently where AccessDeniedExceptions are occasionally
triggered when a user first attempts to encrypt using the CMK. 
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Which solution should the company\\'s security specialist recommend? 

A. Instruct users to implement a retry mechanism every 2 minutes until the call succeeds. 

B. Instruct the engineering team to consume a random grant token from users, and to call the CreateGrant operation,
passing it the grant token. Instruct users to use that grant token in their call to encrypt. 

C. Instruct the engineering team to create a random name for the grant when calling the CreateGrant operation. Return
the name to the users and instruct them to provide the name as the grant token in the call to encrypt. 

D. Instruct the engineering team to pass the grant token returned in the CreateGrant response to users. Instruct users to
use that grant token in their call to encrypt. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/kms/latest/developerguide/grants.html 

 

QUESTION 5

A company has external vendors that must deliver files to the company. These vendors have cross-account that gives
them permission to upload objects to one of the company\\'s S3 buckets. 

What combination of steps must the vendor follow to successfully deliver a file to the company? Select 2 answers from
the options given below 

Please select: 

A. Attach an IAM role to the bucket that grants the bucket owner full permissions to the object 

B. Add a grant to the objects ACL giving full permissions to bucket owner. 

C. Encrypt the object with a KMS key controlled by the company. 

D. Add a bucket policy to the bucket that grants the bucket owner full permissions to the object 

E. Upload the file to the company\\'s S3 bucket 

Correct Answer: BE 

This scenario is given in the AWS Documentation A bucket owner can enable other AWS accounts to upload objects.
These objects are owned by the accounts that created them. The bucket owner does not own objects that were not
created by the bucket owner. Therefore, for the bucket owner to grant access to these objects, the object owner must
first grant permission to the bucket owner using an object ACL. The bucket owner can then delegate those permissions
via a bucket policy. In this example, the bucket owner delegates permission to users in its own account. 
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Option A and D are invalid because bucket ACL\\'s are used to give grants to bucket Option C is not required since
encryption is not part of the requirement For more information on this scenario please see the below Link:
https://docs.aws.amazon.com/AmazonS3/latest/dev/example-walkthroushs-manaeing-accessexample3.htmll The
correct answers are: Add a grant to the objects ACL giving full permissions to bucket owner., Upload the file to the
company\\'s S3 bucket 

SCS-C01 VCE Dumps SCS-C01 Practice Test SCS-C01 Study Guide

SCS-C01 VCE Dumps | SCS-C01 Practice Test | SCS-C01 Study Guide                                7 / 8

https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html


https://www.pass4lead.com/aws-certified-security-specialty.html
2023 Latest pass4lead SCS-C01 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.pass4lead.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © pass4lead, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

SCS-C01 VCE Dumps | SCS-C01 Practice Test | SCS-C01 Study Guide                                8 / 8

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html
https://www.pass4lead.com/aws-certified-security-specialty.html

