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QUESTION 1

A Development team uses AWS CodeCommit for source code control. Developers apply their changes to various
feature branches and create pull requests to move those changes to the master branch when they are ready for
production. A 

direct push to the master branch should not be allowed. The team applied the AWS managed policy
AWSCodeCommitPowerUser to the Developers\\' IAM Rote, but now members are able to push to the master branch
directly on every 

repository in the AWS account. 

What actions should be taken to restrict this? 

A. Create an additional policy to include a deny rule for the codecommit:GitPush action, and include a restriction for the
specific repositories in the resource statement with a condition for the master reference. 

B. Remove the IAM policy and add an AWSCodeCommitReadOnly policy. Add an allow rule for the
codecommit:GitPush action for the specific repositories in the resource statement with a condition for the master
reference. 

C. Modify the IAM policy and include a deny rule for the codecommit:GitPush action for the specific repositories in the
resource statement with a condition for the master reference. 

D. Create an additional policy to include an allow rule for the codecommit:GitPush action and include a restriction for the
specific repositories in the resource statement with a condition for the feature branches reference. 

Correct Answer: A 

Reference: https://aws.amazon.com/pt/blogs/devops/refining-access-to-branches-in-aws-codecommit/ 

 

QUESTION 2

A business has an application that consists of five independent AWS Lambda functions. The DevOps Engineer has built
a CI/CD pipeline using AWS CodePipeline and AWS CodeBuild that builds, tests, packages, and deploys each Lambda 

function in sequence. The pipeline uses an Amazon CloudWatch Events rule to ensure the pipeline execution starts as
quickly as possible after a change is made to the application source code. 

After working with the pipeline for a few months, the DevOps Engineer has noticed the pipeline takes too long to
complete. 

What should the DevOps Engineer implement to BEST improve the speed of the pipeline? 

A. Modify the CodeBuild projects within the pipeline to use a compute type with more available network throughput. 

B. Create a custom CodeBuild execution environment that includes a symmetric multiprocessing configuration to run the
builds in parallel. 

C. Modify the CodePipeline configuration to execute actions for each Lambda function in parallel by specifying the same
runOrder. 

D. Modify each CodeBuild project to run within a VPC and use dedicated instances to increase throughput. 
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Correct Answer: C 

 

QUESTION 3

You want to set up the CloudTrail Processing Library to log your bucket operations. Which command will build a .jar file
from the CloudTrail Processing Library source code? 

A. mvn javac mvn -install processor 

B. jar install processor 

C. build jar -Dgpg.processor 

D. mvn clean install -Dgpg.skip=true 

Correct Answer: D 

The CloudTrail Processing Library is a Java library that provides an easy way to process AWS CloudTrail logs in a fault-
tolerant, scalable and flexible way. To set up the CloudTrail Processing Library, you first need to download CloudTrail
Processing Library source from GitHub. You can then create the .jar file using this command. 

Reference: http://docs.aws.amazon.com/awscloudtrail/latest/userguide/use-the-cloudtrail-processinglibrary.html 

 

QUESTION 4

You run a clustered NoSQL database on AWS EC2 using AWS EBS. You need to reduce latency for database
response times. Performance is the most important concern, not availability. You did not perform the initial setup,
someone 

without much AWS knowledge did, so you are not sure if they configured everything optimally. 

Which of the following is NOT likely to be an issue contributing to increased latency? 

A. The EC2 instances are not EBS Optimized. 

B. The database and requesting system are both in the wrong Availability Zone. 

C. The EBS Volumes are not using PIOPS. 

D. The database is not running in a placement group. 

Correct Answer: B 

For the highest possible performance, all instances in a clustered database like this one should be in a single Availability
Zone in a placement group, using EBS optimized instances, and using PIOPS SSD EBS Volumes. The particular
Availability Zone the system is running in should not be important, as long as it is the same as the requesting resources.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html 

 

QUESTION 5

You have been asked to de-risk deployments at your company. Specifically, the CEO is concerned about outages that
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occur because of accidental inconsistencies between Staging and Production, which sometimes cause unexpected 

behaviors in Production even when Staging tests pass. You already use Docker to get high consistency between
Staging and Production for the application environment on your EC2 instances. 

How do you further de-risk the rest of the execution environment, since in AWS, there are many service components
you may use beyond EC2 virtual machines? 

A. Develop models of your entire cloud system in CloudFormation. Use this model in Staging and Production to achieve
greater parity. 

B. Use AWS Config to force the Staging and Production stacks to have configuration parity. Any differences will be
detected for you so you are aware of risks. 

C. Use AMIs to ensure the whole machine, including the kernel of the virual machines, is consistent, since Docker uses
Linux Container (LXC) technology, and we need to make sure the container environment is consistent. 

D. Use AWS ECS and Docker clustering. This will make sure that the AMIs and machine sizes are the same across
both environments. 

Correct Answer: A 

Only CloudFormation\\'s JSON Templates allow declarative version control of repeatably deployable models of entire
AWS clouds. 

Reference: https://blogs.aws.amazon.com/application-management/blog/category/Best+practices 
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