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QUESTION 1

In Amazon ElastiCache, the failure of a single cache node can have an impact on the availability of your application and
the load on your back-end database while ElastiCache provisions a replacement for the failed cache node and it get
repopulated. Which of the following is a solution to reduce this potential availability impact?

A. Spread your memory and compute capacity over fewer number of cache nodes, each with smaller capacity.

B. Spread your memory and compute capacity over a larger number of cache nodes, each with smaller capacity.

C. Include fewer number of high capacity nodes.

D. Include a larger number of cache nodes, each with high capacity.

Correct Answer: B

In Amazon ElastiCache, the number of cache nodes in the cluster is a key factor in the availability of your cluster
running Memcached. The failure of a single cache node can have an impact on the availability of your application and
the load on your back-end database while ElastiCache provisions a replacement for the failed cache node and it get
repopulated. You can reduce this potential availability impact by spreading your memory and compute capacity over a

larger number of cache nodes, each with smaller capacity, rather than using a fewer number of high capacity nodes.
Reference: http://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/CacheNode.Memcached.htmi

QUESTION 2

A bank is writing new software that is heavily dependent upon the database transactions for write consistency. The
application will also occasionally generate reports on data in the database, and will do joins across multiple tables. The

database must automatically scale as the amount of data grows.
Which AWS service should be used to run the database?

A. Amazon S3

B. Amazon Aurora

C. Amazon DynamoDB

D. Amazon Redshift

Correct Answer: B

QUESTION 3

An application running on AWS Lambda requires an API key to access a third-party service. The key must be stored
securely with audited access to the Lambda function only. What is the MOST secure way to store the key?

A. As an object in Amazon S3

B. As a secure string in AWS Systems Manager Parameter Store
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C. Inside a file on an Amazon EBS volume attached to the Lambda function
D. Inside a secrets file stored on Amazon EFS
Correct Answer: B

Reference https://medium.com/@zaccharles/store-and-rotate-api-keys-with-aws-secrets-manager-26f7f7a6c211

QUESTION 4

Could you use IAM to grant access to Amazon DynamoDB resources and API actions?

A. In DynamoDB there is no need to grant access

B. Depended to the type of access

C. No

D. Yes

Correct Answer: D

Amazon DynamoDB integrates with AWS Identity and Access Management (IAM). You can use AWS IAM to grant
access to Amazon DynamoDB resources and API actions. To do this, you first write an AWS IAM policy, which is a

document that explicitly lists the permissions you want to grant. You then attach that policy to an AWS IAM user or role.
http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ UsinglAMWithDDB.html

QUESTION 5

A Solutions Architect is designing a web application for document sharing. The users will upload documents that are
then made available to other users. There will be tens of thousands of these documents.

What is the MOST cost-effective storage solution?
A. Amazon EFS

B. Amazon S3

C. Amazon Glacier

D. Amazon EBS

Correct Answer: A

Reference: https://dzone.com/articles/confused-by-aws-storage-options-s3-ebs-amp-efs-explained
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