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QUESTION 1

A company is running a .NET three-tier web application on AWS. The team currently uses XL storage optimized
instances to store and serve the website\\'s image and video files on local instance storage. The company has
encountered issues with data loss from replication and instance failures. The Solutions Architect has been asked to
redesign this application to improve its reliability while keeping costs low. 

Which solution will meet these requirements? 

A. Set up a new Amazon EFS share, move all image and video files to this share, and then attach this new drive as a
mount point to all existing servers. Create an Elastic Load Balancer with Auto Scaling general purpose instances.
Enable Amazon CloudFront to the Elastic Load Balancer. Enable Cost Explorer and use AWS Trusted Advisor checks
to continue monitoring the environment for future savings. 

B. Implement Auto Scaling with general purpose instance types and an Elastic Load Balancer. Enable an Amazon
CloudFront distribution to Amazon S3 and move images and video files to Amazon S3. Reserve general purpose
instances to meet base performance requirements. Use Cost Explorer and AWS Trusted Advisor checks to continue
monitoring the environment for future savings. 

C. Move the entire website to Amazon S3 using the S3 website hosting feature. Remove all the web servers and have
Amazon S3 communicate directly with the application servers in Amazon VPC. 

D. Use AWS Elastic Beanstalk to deploy the .NET application. Move all images and video files to Amazon EFS. Create
an Amazon CloudFront distribution that points to the EFS share. Reserve the m4.4xl instances needed to meet base
performance requirements. 

Correct Answer: B 

 

QUESTION 2

Which of the following should be followed before connecting to Amazon Virtual Private Cloud (Amazon VPC) using AWS
Direct Connect? 

A. Provide a public Autonomous System Number (ASN) to identify your network on the Internet. 

B. Create a virtual private gateway and attach it to your Virtual Private Cloud (VPC). 

C. Allocate a private IP address to your network in the 122.x.x.x range. 

D. Provide a public IP address for each Border Gateway Protocol (BGP) session. 

Correct Answer: B 

To connect to Amazon Virtual Private Cloud (Amazon VPC) by using AWS Direct Connect, you must first do the
following: Provide a private Autonomous System Number (ASN) to identify your network on the Internet. Amazon then
allocates a private IP address in the 169.x.x.x range to you. Create a virtual private gateway and attach it to your VPC. 

Reference: http://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html 

 

QUESTION 3
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A travel company built a web application that uses Amazon Simple Email Service (Amazon SES) to send email
notifications to users. The company needs to enable logging to help troubleshoot email delivery issues. The company
also needs the ability to do searches that are based on recipient, subject, and time sent. 

Which combination of steps should a solutions architect take to meet these requirements? (Choose two.) 

A. Create an Amazon SES configuration set with Amazon Kinesis Data Firehose as the destination. Choose to send
logs to an Amazon S3 bucket. 

B. Enable AWS CloudTrail logging. Specify an Amazon S3 bucket as the destination for the logs. 

C. Use Amazon Athena to query the logs in the Amazon S3 bucket for recipient, subject, and time sent. 

D. Create an Amazon CloudWatch log group. Configure Amazon SES to send logs to the log group. 

E. Use Amazon Athena to query the logs in Amazon CloudWatch for recipient, subject, and time sent. 

Correct Answer: AC 

To enable you to track your email sending at a granular level, you can set up Amazon SES to publish email sending
events to Amazon CloudWatch, Amazon Kinesis Data Firehose, or Amazon Simple Notification Service based on
characteristics that you define. https://docs.aws.amazon.com/ses/latest/dg/monitor-using-event-publishing.html https://a
ws.amazon.com/getting-started/hands-on/build-serverless-real-time-data-processing-app-lambdakinesis-s3-dynamodb-
cognito- athena/4/#:~:text=Amazon%20Athena%20allows%20us%20to,to%20an% 20Amazon%20S3%20bucket. 

https://docs.aws.amazon.com/ses/latest/DeveloperGuide/ses-dg.pdf 

https://docs.aws.amazon.com/ses/latest/dg/event-publishing-retrieving- firehose.html 

 

QUESTION 4

A financial company is building a system to generate monthly, immutable bank account statements for its users.
Statements are stored in Amazon S3. Users should have immediate access to their monthly statements for up to 2
years. Some users access their statements frequently, whereas others rarely access their statements. The company\\'s
security and compliance policy requires that the statements be retained for at least 7 years. 

What is the MOST cost-effective solution to meet the company\\'s needs? 

A. Create an S3 bucket with Object Lock disabled. Store statements in S3 Standard. Define an S3 Lifecycle policy to
transition the data to S3 Standard-Infrequent Access (S3 Standard-IA) after 30 days. Define another S3 Lifecycle policy
to move the data to S3 Glacier Deep Archive after 2 years. Attach an S3 Glacier Vault Lock policy with deny delete
permissions for archives less than 7 years old. 

B. Create an S3 bucket with versioning enabled. Store statements in S3 Intelligent-Tiering. Use same-Region replication
to replicate objects to a backup S3 bucket. Define an S3 Lifecycle policy for the backup S3 bucket to move the data to
S3 Glacier. Attach an S3 Glacier Vault Lock policy with deny 

delete permissions for archives less than 7 years old. 

C. Create an S3 bucket with Object Lock enabled. Store statements in S3 Intelligent-Tiering. Enable compliance mode
with a default retention period of 2 years. Define an S3 Lifecycle policy to move the data to S3 Glacier after 2 years.
Attach an S3 Glacier Vault Lock policy with deny delete permissions for archives less than 7 years old. 

D. Create an S3 bucket with versioning disabled. Store statements in S3 One Zone-Infrequent Access (S3 One Zone-
IA). Define an S3 Lifecycle policy to move the data to S3 Glacier Deep Archive after 2 years. Attach an S3 Glacier Vault
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Lock policy with deny delete permissions for archives less than 7 years old. 

Correct Answer: C 

Create an S3 bucket with Object Lock enabled. Store statements in S3 Intelligent-Tiering. Enable compliance mode with
a default retention period of 2 years. Define an S3 Lifecycle policy to move the data to S3 Glacier after 2 years. Attach
an S3 Glacier Vault Lock policy with deny delete permissions for archives less than 7 years old.
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-overview.html https://aws.amazon.com/about-
aws/whats-new/2018/11/s3-object-lock/ 

 

QUESTION 5

A company wants to ensure that the workloads for each of its business units have complete autonomy and a minimal
blast radius in AWS. The Security team must be able to control access to the resources and services in the account to
ensure that particular services are not used by the business units. 

How can a Solutions Architect achieve the isolation requirements? 

A. Create individual accounts for each business unit and add the account to an OU in AWS Organizations. 

Modify the OU to ensure that the particular services are blocked. Federate each account with an IdP, 

and create separate roles for the business units and the Security team. 

B. Create individual accounts for each business unit. Federate each account with an IdP and create separate roles and
policies for business units and the Security team. 

C. Create one shared account for the entire company. Create separate VPCs for each business unit. Create individual
IAM policies and resource tags for each business unit. Federate each account with an IdP, and create separate roles for
the business units and the Security team. 

D. Create one shared account for the entire company. Create individual IAM policies and resource tags for each
business unit. Federate the account with an IdP, and create separate roles for the business units and the Security
team. 

Correct Answer: A 
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