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QUESTION 1

A company has a web application that allows users to upload short videos. The videos are stored on Amazon EBS
volumes and analyzed by custom recognition software for categorization. The website contains static content that has
variable traffic with peaks in certain months. The architecture consists of Amazon EC2 instances running in an Auto
Scaling group for the web application and EC2 instances running in an Auto Scaling group to process an Amazon SQS-
queue. The company wants to re-architect the application to reduce operational overhead using AWS managed services
where possible and remove dependencies on third-party software. 

Which solution meets these requirements? 

A. Use Amazon ECS containers for the web application and Spot instances for the Scaling group that processes the
SQS queue. Replace the custom software with Amazon Rekognition to categorize the videos. 

B. Store the uploaded videos in Amazon EFS and mount the file system to the EC2 instances for the web application.
Process the SQS queue with an AWS Lambda function that calls the Amazon Rekognition API to categorize the videos. 

C. Host the web application in Amazon S3. Store the uploaded videos in Amazon S3. Use S3 event notification to
publish events to the SQS queue. Process the SQS queue with an AWS Lambda function that call the Amazon
Rekognition API to categorize the videos. 

D. Use AWS Elastic Beanstalk to launch EC2 instances in an Auto Scaling group for the application and launch a
worker environment to process the SQS queue. Replace the custom software with Amazon Rekognition to categorize
the videos. 

Correct Answer: D 

 

QUESTION 2

Which EC2 functionality allows the user to place the Cluster Compute instances in clusters? 

A. Cluster group 

B. Cluster security group 

C. GPU units 

D. Cluster placement group 

Correct Answer: D 

The Amazon EC2 cluster placement group functionality allows users to group cluster compute instances in clusters. 

Reference: https://aws.amazon.com/ec2/faqs/ 

 

QUESTION 3

A company has a single AWS master billing account, which is the root of the AWS Organizations hierarchy. 

The company has multiple AWS accounts within this hierarchy, all organized into organization units (OUs). More OUs
and AWS accounts will continue to be created as other parts of the business migrate applications to AWS. These
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business units may need to use different AWS services. The Security team is implementing the following requirements
for all current and future AWS accounts: 

1.

 Control policies must be applied across all accounts to prohibit AWS servers. 

2.

 Exceptions to the control policies are allowed based on valid use cases. 

Which solution will meet these requirements with minimal optional overhead? 

A. Use an SCP in Organizations to implement a deny list of AWS servers. Apply this SCP at the level. For any specific
exceptions for an OU, create a new SCP for that OU and add the required AWS services to the allow list. 

B. Use an SCP in Organizations to implement a deny list of AWS service. Apply this SCP at the root level and each OU.
Remove the default AWS managed SCP from the root level and all OU levels. For any specific exceptions, modify the
SCP attached to that OU, and add the required AWS services to the allow list. 

C. Use an SCP in Organizations to implement a deny list of AWS service. Apply this SCP at each OU level. Leave the
default AWS managed SCP at the root level. For any specific executions for an OU, create a new SCP for that OU. 

D. Use an SCP in Organizations to implement an allow list of AWS services. Apply this SCP at the root level. Remove
the default AWS managed SCP from the root level and all OU levels. For any specific exceptions for an OU, modify the
SCP attached to that OU, and add the required AWS services to the allow list. 

Correct Answer: B 

 

QUESTION 4

A company has a serverless application comprised of Amazon CloudFront, Amazon API Gateway, and AWS Lambda
functions. The current deployment process of the application code is to create a new version number of the Lambda
function and run an AWS CLI script to update. If the new function version has errors, another CLI script reverts by
deploying the previous working version of the function. The company would like to decrease the time to deploy new
versions of the application logic provided by the Lambda functions, and also reduce the time to detect and revert when
errors are identified. 

How can this be accomplished? 

A. Create and deploy nested AWS CloudFormation stacks with the parent stack consisting of the AWS CloudFront
distribution and API Gateway, and the child stack containing the Lambda function. For changes to Lambda, create an
AWS CloudFormation change set and deploy; if errors are triggered, revert the AWS CloudFormation change set to the
previous version. 

B. Use AWS SAM and built-in AWS CodeDeploy to deploy the new Lambda version, gradually shift traffic to the new
version, and use pre-traffic and post-traffic test functions to verify code. Rollback if Amazon CloudWatch alarms are
triggered. 

C. Refactor the AWS CLI scripts into a single script that deploys the new Lambda version. When deployment is
completed, the script tests execute. If errors are detected, revert to the previous Lambda version. 

D. Create and deploy an AWS CloudFormation stack that consists of a new API Gateway endpoint that references the
new Lambda version. Change the CloudFront origin to the new API Gateway endpoint, monitor errors and if detected,
change the AWS CloudFront origin to the previous API Gateway endpoint. 
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Correct Answer: D 

Reference: https://aws.amazon.com/about-aws/whats-new/2017/11/aws-lambda-supports-traffic-shifting-and-
phaseddeployments-with-aws-codedeploy/ 

https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/automating-updates-toserverless-
apps.html 

 

QUESTION 5

A solutions architect is designing the data storage and retrieval architecture for a new application that a company will be
launching soon. The application is designed to ingest millions of small records per minute from devices all around the
world. Each record is less than 4 KB in size and needs to be stored in a durable location where it can be retrieved with
low latency. The data is ephemeral and the company is required to store the data for 120 days only, after which the data
can be deleted. 

The solutions architect calculates that, during the course of a year, the storage requirements would be about 10-15 TB. 

Which storage strategy is the MOST cost-effective and meets the design requirements? 

A. Design the application to store each incoming record as a single .csv file in an Amazon S3 bucket to allow for
indexed retrieval. Configure a lifecycle policy to delete data older than 120 days. 

B. Design the application to store each incoming record in an Amazon DynamoDB table properly configured for the
scale. Configure the DynamoDB Time to Live (TTL) feature to delete records older than 120 days. 

C. Design the application to store each incoming record in a single table in an Amazon RDS MySQL database. Run a
nightly cron job that executes a query to delete any records older than 120 days. 

D. Design the application to batch incoming records before writing them to an Amazon S3 bucket. Update the metadata
for the object to contain the list of records in the batch and use the Amazon S3 metadata search feature to retrieve the
data. Configure a lifecycle policy to delete the data after 120 days. 

Correct Answer: B 

DynamoDB with TTL, cheaper for sustained throughput of small items + suited for fast retrievals. S3 cheaper for storage
only, much higher costs with writes. RDS not designed for this use case. 
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