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QUESTION 1

A company is moving a business-critical, multi-tier application to AWS. The architecture consists of a desktop client
application and server infrastructure. The server infrastructure resides in an on-premises data center that frequently fails
to maintain the application uptime SLA of 99.95%. A Solutions Architect must re-architect the application to ensure that
it can meet or exceed the SLA. 

The application contains a PostgreSQL database running on a single virtual machine. The business logic and
presentation layers are load balanced between multiple virtual machines. Remote users complain about slow load times
while using this latency-sensitive application. 

Which of the following will meet the availability requirements with little change to the application while improving user
experience and minimizing costs? 

A. Migrate the database to a PostgreSQL database in Amazon EC2. Host the application and presentation layers in
automatically scaled Amazon ECS containers behind an Application Load Balancer. Allocate an Amazon WorkSpaces
WorkSpace for each end user to improve the user experience. 

B. Migrate the database to an Amazon RDS Aurora PostgreSQL configuration. Host the application and presentation
layers in an Auto Scaling configuration on Amazon EC2 instances behind an Application Load Balancer. Use Amazon
AppStream 2.0 to improve the user experience. 

C. Migrate the database to an Amazon RDS PostgreSQL Multi-AZ configuration. Host the application and presentation
layers in automatically scaled AWS Fargate containers behind a Network Load Balancer. Use Amazon ElastiCache to
improve the user experience. 

D. Migrate the database to an Amazon Redshift cluster with at least two nodes. Combine and host the application and
presentation layers in automatically scaled Amazon ECS containers behind an Application Load Balancer. Use Amazon
CloudFront to improve the user experience. 

Correct Answer: B 

Aurora would improve availability that can replicate to multiple AZ (6 copies). Auto scaling would improve the
performance together with a ALB. AppStream is like Citrix that deliver hosted Apps to users. 

 

QUESTION 2

A company with several AWS accounts is using AWS Organizations and service control policies (SCPs). An
Administrator created the following SCP and has attached it to an organizational unit (OU) that contains AWS account
1111-1111- 1111: 
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Developers working in account 1111-1111-1111 complain that they cannot create Amazon S3 buckets. How should the
Administrator address this problem? 

A. Add s3:CreateBucket with "Allow" effect to the SCP. 

B. Remove the account from the OU, and attach the SCP directly to account 1111-1111-1111. 

C. Instruct the Developers to add Amazon S3 permissions to their IAM entities. 

D. Remove the SCP from account 1111-1111-1111. 

Correct Answer: C 

 

QUESTION 3

A company hosts a photography website on AWS that has global visitors. The website has experienced steady
increases in traffic during the last 12 months, and users have reported a delay in displaying images. The company
wants to configure Amazon CloudFront lo deliver photos to visitors with minimal latency. 

Which actions will achieve this goal? (Select TWO.) 

A. Set the Minimum TTL and Maximum TTL to 0 in the CloudFront distribution. 

B. Set the Minimum TTL and Maximum TTL to a high value in the CloudFront distribution. 

C. Set the CloudFront distribution to forward all headers, all cookies, and all query strings to the origin. 

D. Set up additional origin servers that are geographically closer to the requesters. Configure latency-based routing in
Amazon Route 53. 

E. Select Price Class 100 on Ihe CloudFront distribution. 
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Correct Answer: BD 

 

QUESTION 4

A company is using a lift-and-shift strategy to migrate applications from several on- premises Windows servers to AWS.
The Windows servers will be hosted on Amazon EC2 instances in the us-east-1 Region. 

The company\\'s security policy allows the installation of migration tools on servers. The migration data must be
encrypted in transit and encrypted at rest. The applications are business critical. The company needs to minimize the
cutover window and minimize the downtime that results from the migration. The company wants to use Amazon
CloudWatch and AWS CloudTrail for monitoring. 

Which solution will meet these requirements? 

A. Use AWS Application Migration Service (CloudEnsure Migration) to migrate the Windows servers to AWS. Create a
Replication Settings template. Install the AWS Replication Agent on the source servers 

B. Use AWS DataSync to migrate the Windows servers to AWS. Install the DataSync agent on the source servers.
Configure a blueprint for the target servers. Begin the replication process. 

C. Use AWS Server Migration Service (AWS SMS) to migrate the Windows servers to AWS. Install the SMS Connector
on the source servers. Replicate the source servers to AWS. Convert the replicated volumes to AMIs to launch EC2
instances. 

D. Use AWS Migration Hub to migrate the Windows servers to AWS. Create a project in Migration Hub. Track the
progress of server migration by using the built-in dashboard. 

Correct Answer: A 

 

QUESTION 5

A company has an organization in AWS Organizations that has a large number of AWS accounts. One of the AWS
accounts is designated as a transit account and has a transit gateway that is shared with all of the other AWS accounts
AWS Site-to-Site VPN connections are configured between ail of the company\\'s global offices and the transit account
The company has AWS Config enabled on all of its accounts. 

The company\\'s networking team needs to centrally manage a list of internal IP address ranges that belong to the
global offices Developers Will reference this list to gain access to applications securely. 

Which solution meets these requirements with the LEAST amount of operational overhead? 

A. Create a JSON file that is hosted in Amazon S3 and that lists all of the internal IP address ranges Configure an
Amazon Simple Notification Service (Amazon SNS) topic in each of the accounts that can be involved when the JSON
file is updated. Subscribe an AWS Lambda function to the SNS topic to update all relevant security group rules with Vie
updated IP address ranges. 

B. Create a new AWS Config managed rule that contains all of the internal IP address ranges Use the rule to check the
security groups in each of the accounts to ensure compliance with the list of IP address ranges. Configure the rule to
automatically remediate any noncompliant security group that is detected. 

C. In the transit account, create a VPC prefix list with all of the internal IP address ranges. Use AWS Resource Access
Manager to share the prefix list with all of the other accounts. Use the shared prefix list to configure security group rules
is the other accounts. 
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D. In the transit account create a security group with all of the internal IP address ranges. Configure the security groups
in me other accounts to reference the transit account\\'s security group by using a nested security group reference of
*./sg-1a2b3c4d". 

Correct Answer: C 
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