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QUESTION 1

Which of the following rules must be added to a mount target security group to access Amazon Elastic File System
(EFS) from an on-premises server? 

A. Configure an NFS proxy between Amazon EFS and the on-premises server to route traffic. 

B. Set up a Point-To-Point Tunneling Protocol Server (PPTP) to allow secure connection. 

C. Permit secure traffic to the Kerberos port 88 from the on-premises server. 

D. Allow inbound traffic to the Network File System (NFS) port (2049) from the on-premises server. 

Correct Answer: D 

By mounting an Amazon EFS file system on an on-premises server, on-premises data can be migrated into the AWS
Cloud. Any one of the mount targets in your VPC can be used as long as the subnet of the mount target is reachable by
using the AWS Direct Connect connection. To access Amazon EFS from an on-premises server, a rule must be added
to the mount target security group to allow inbound traffic to the NFS port (2049) from the on-premises server. 

Reference: http://docs.aws.amazon.com/efs/latest/ug/how-it-works.html 

 

QUESTION 2

An online e-commerce business is running a workload on AWS. The application architecture includes a web tier, an
application tier for business logic, and a database tier for user and transactional data management. The database
server has a 100 GB memory requirement. The business requires cost-efficient disaster recovery for the application with
an RTO of 5 minutes and an RPO of 1 hour. The business also has a regulatory for out-of-region disaster recovery with
a minimum distance between the primary and alternate sites of 250 miles. 

Which of the following options can the Solutions Architect design to create a comprehensive solution for this customer
that meets the disaster recovery requirements? 

A. Back up the application and database data frequently and copy them to Amazon S3. Replicate the backups using S3
cross-region replication, and use AWS CloudFormation to instantiate infrastructure for disaster recovery and restore
data from Amazon S3. 

B. Employ a pilot light environment in which the primary database is configured with mirroring to build a standby
database on m4.large in the alternate region. Use AWS CloudFormation to instantiate the web servers, application
servers and load balancers in case of a disaster to bring the application up in the alternate region. Vertically resize the
database to meet the full production demands, and use Amazon Route 53 to switch traffic to the alternate region. 

C. Use a scaled-down version of the fully functional production environment in the alternate region that includes one
instance of the web server, one instance of the application server, and a replicated instance of the database server in
standby mode. Place the web and the application tiers in an Auto Scaling behind a load balancer, which can
automatically scale when the load arrives to the application. Use Amazon Route 53 to switch traffic to the alternate
region. 

D. Employ a multi-region solution with fully functional web, application, and database tiers in both regions with
equivalent capacity. Activate the primary database in one region only and the standby database in the other region. Use
Amazon Route 53 to automatically switch traffic from one region to another using health check routing policies. 

Correct Answer: C 
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As RTO is in minutes (https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-
dr.html ) Warm standby (RPO in seconds, RTO in minutes): Maintain a scaled- down version of a fully functional
environment always running in the DR Region. Business- critical systems are fully duplicated and are always on, but
with a scaled down fleet. When the time comes for recovery, the system is scaled up quickly to handle the production
load. 

 

QUESTION 3

A video processing company wants to build a machine learning (ML) model by using 600 TB of compressed data that is
stored as thousands of files in the company\\'s on-premises network attached storage system. The company does not
have the necessary compute resources on premises for ML experiments and wants to use AWS. 

The company needs to complete the data transfer to AWS within 3 weeks. The data transfer will be a onetime transfer.
The data must be encrypted in transit. The measured upload speed of the company\\'s internet connection is 100 Mbps,
and multiple departments share the connection. 

Which solution will meet these requirements MOST cost-effectively? 

A. Order several AWS Snowball Edge Storage Optimized devices by using the AWS Management Console. Configure
the devices with a destination S3 bucket. Copy the data to the devices. Ship the devices back to AWS. 

B. Set up a 10 Gbps AWS Direct Connect connection between the company location and the nearest AWS Region.
Transfer the data over a VPN connection into the Region to store the data in Amazon S3. 

C. Create a VPN connection between the on-premises network storage and the nearest AWS Region. Transfer the data
over the VPN connection. 

D. Deploy an AWS Storage Gateway file gateway on premises. Configure the file gateway with a destination S3 bucket.
Copy the data to the file gateway. 

Correct Answer: B 

 

QUESTION 4

You have been asked to set up a public website on AWS with the following criteria: 

You want the database and the application server running on an Amazon VPC. You want the database to 

be able to connect to the Internet so that it can be automatically updated to the correct patch level. 

You do not want to receive any incoming traffic from the Internet to the database. 

Which solutions would be the best to satisfy all the above requirements for your planned public website on 

AWS? (Choose two.) 

A. Set up both the public website and the database on a public subnet and block all incoming requests from the Internet
with a Network Access Control List (NACL) 

B. Set up both the public website and the database on a public subnet, and block all incoming requests from the Internet
with a security group which only allows access from the IP of the public website. 

C. Set up the public website on a public subnet and set up the database in a private subnet which connects to the
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Internet via a NAT instance. 

D. Set up both the public website and the database on a private subnet and block all incoming requests from the
Internet with a Network Access Control List (NACL). Set up a Security group between the public website and the
database which only allows access via port 80. 

Correct Answer: BC 

You want the database to be able to connect to the Internet you need to either set it up on a public subnet or set it up on
a private subnet which connects to the Internet via a NAT instance 

Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Scenario2.html 

 

QUESTION 5

A company has an environment that has a single AWS account. A solutions architect is reviewing the environment to
recommend what the company could improve specifically in terms of access to the AWS Management Console. The
company\\'s IT support workers currently access the console for administrative tasks, authenticating with named IAM
users that have been mapped to their job role. 

The IT support workers no longer want to maintain both their Active Directory and IAM user accounts. They want to be
able to access the console by using their existing Active Directory credentials. The solutions architect is using AWS
Single Sign-On (AWS SSO) to implement this functionality. 

Which solution will meet these requirements MOST cost-effectively? 

A. Create an organization in AWS Organizations. Turn on the AWS SSO feature in Organizations Create and configure
a directory in AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) with a two-way trust to
the company\\'s on-premises Active Directory. Configure AWS SSO and set the AWS Managed Microsoft AD directory
as the identity source. Create permission sets and map them to the existing groups within the AWS Managed Microsoft
AD directory. 

B. Create an organization in AWS Organizations. Turn on the AWS SSO feature in Organizations Create and configure
an AD Connector to connect to the company\\'s on-premises Active Directory. Configure AWS SSO and select the AD
Connector as the identity source. Create permission sets and map them to the existing groups within the company\\'s
Active Directory. 

C. Create an organization in AWS Organizations. Turn on all features for the organization. Create and configure a
directory in AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) with a two-way trust to
the company\\'s on-premises Active Directory. Configure AWS SSO and select the AWS Managed Microsoft AD
directory as the identity source. Create permission sets and map them to the existing groups within the AWS Managed
Microsoft AD directory. 

D. Create an organization in AWS Organizations. Turn on all features for the organization. Create and configure an AD
Connector to connect to the company\\'s on-premises Active Directory. Configure AWS SSO and select the AD
Connector as the identity source. Create permission sets and map them to the existing groups within the company\\'s
Active Directory. 

Correct Answer: D 

Reference: https://aws.amazon.com/single-sign-on/faqs/ 
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