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QUESTION 1

As part of a federated identity configuration, an IAM policy is created and attached to an IAM role. 

Who is responsible for creating the IAM policy and attaching it to the IAM role, according to the shared responsibility
model? 

A. AWS is responsible for creating and attaching the IAM policy to the role. 

B. AWS is responsible for creating the role, and a SysOps Administrator is responsible for attaching the policy to the
role. 

C. A SysOps Administrator is responsible for creating and attaching the IAM policy to the role. 

D. A SysOps Administrator is responsible for creating the role, and AWS is responsible for attaching the policy to the
role. 

Correct Answer: C 

Reference: https://aws.amazon.com/iam/faqs/ 

 

QUESTION 2

A company has Sales department and Marketing department. The company uses one AWS account. There is a need to
determine what charges are incurred on the AWS platform by each department. There is also a need to receive
notifications when a specified cost level is approached or exceeded. 

Which two actions must a SysOps Administrator take to achieve both requirements with the LEAST amount of
administrative overhead? (Choose two.) 

A. Use AWS Trusted Advisor to obtain a report containing the checked items in the Cost Optimization pillar. 

B. Download the detailed billing report, upload it to a database, and match the line items with a list of known resources
by department. 

C. Create a script by using the AWS CLI to automatically apply tags to existing resources to each department. Schedule
the script to run weekly. 

D. Use AWS Organizations to create a department Organizational Unit and allow only authorized personnel in each
department to create resources. 

E. Create a Budget from the Billing and Cost Management console. Specify the budget type a Cost, assign tags for
each department, define notifications, and specify any other options as required. 

Correct Answer: DE 

 

 

QUESTION 3

A company is concerned about its ability to recover from a disaster because all of its Amazon EC2 instances are located
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in a single Amazon VPC in us-east-1. A second Amazon VPC has been configured in eu-west-1 to act as a backup VPC
in case of an outage. Data will be replicated from the primary region to the secondary region. The Information Security
team\\'s compliance requirements specify that all data must be encrypted and must not traverse the public internet. 

How should the SysOps Administrator connect the two VPCs while meeting the compliance requirements? 

A. Configure EC2 instances to act as VPN appliances, then configure route tables. 

B. Configure inter-region VPC peering between the two VPCs, then configure route tables. 

C. Configure NAT gateways in both VPCs, then configure route tables. 

D. Configure an internet gateway in each VPC, and use these as the targets for the VPC route tables. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/vpc/latest/peering/peering-configurations-full-access.html 

 

QUESTION 4

A company has an application database on Amazon RDS that runs a resource-intensive reporting job. This is causing
other applications using the database to run slowly. 

What should the SysOps Administrator do to resolve this issue? 

A. Create Amazon RDS backups 

B. Create Amazon RDS read replicas to run the report 

C. Enable Multi-AZ mode on Amazon RDS 

D. Use Amazon RDS automatic host replacement 

Correct Answer: B 

 

 

QUESTION 5

In EC2, what happens to the data in an instance store if an instance reboots (either intentionally or unintentionally)? 

A. Data is partially present in the instance store. 

B. Data persists in the instance store. 

C. Data is deleted from the instance store for security reasons. 

D. Data in the instance store will be lost. 

Correct Answer: B 

Explanation: The data in an instance store persists only during the lifetime of its associated instance. If an in-stance
reboots (intentionally or unintentionally), data in the instance store persists. However, data on instance store volumes is
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lost under the following circumstances. Failure of an underlying drive The instance is stopped Terminating an instance
Reference: http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/InstanceStorage.html 
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