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QUESTION 1

You have 10 on-premises servers that run Windows Server 2019. 

You plan to implement Azure Security Center vulnerability scanning for the servers. 

What should you install on the servers first? 

A. the Azure Arc enabled servers Connected Machine agent 

B. the Microsoft Defender for Endpoint agent 

C. the Security Events data connector in Azure Sentinel 

D. the Microsoft Endpoint Configuration Manager client 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/azure-arc/servers/agent-overview https://docs.microsoft.com/en-
us/azure/security-center/deploy-vulnerability-assessment-vm 

 

QUESTION 2

You have an Azure subscription that contains the virtual networks shown in the following table. 

The subscription contains the virtual machines shown in the following table. 

On NIC1, you configure an application security group named ASG1. On which other network interfaces can you
configure ASG1? 

A. NIC2 only 

B. NIC2, NIC3, NIC4, and NIC5 
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C. NIC2 and NIC3 only 

D. NIC2, NIC3, and NIC4 only 

Correct Answer: C 

Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured in ASG1, as all
network interfaces assigned to an application security group have to exist in the same virtual network that the first
network interface assigned to the application security group is in. 

Reference: https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/ 

 

QUESTION 3

You have a virtual machine named VM1 that runs Windows Server 2016. VM1 is in the East US Azure region. Which
Azure service should you use from the Azure portal to view service failure notications that can affect the availability of
VM1? 

A. Azure Service Fabric 

B. Azure Monitor 

C. Azure virtual machines 

D. Azure Advisor 

Correct Answer: B 

In the Azure virtual machines page in the Azure portal, there is a named Maintenance Status. This column will display
service issues that could affect your virtual machine. A service failure is rare but host server maintenance that could
affect 

your virtual machines is more common. 

Azure periodically updates its platform to improve the reliability, performance, and security of the host infrastructure for
virtual machines. The purpose of these updates ranges from patching software components in the hosting environment
to 

upgrading networking components or decommissioning hardware. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-machines/maintenance-and-updates 

 

QUESTION 4

HOTSPOT 

You have an Azure subscription that contains a storage account named storage1 and several virtual machines. The
storage account and virtual machines are in the same Azure region. The network configurations of the virtual machines
are shown in the following table. 
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The virtual network subnets have service endpoints defined as shown in the following table. 

You configure the following Firewall and virtual networks settings for storage1: 

1. 

Allow access from: Selected networks 

2. 

Virtual networks: VNET3\Subnet3 

3. 

Firewall – Address range: 52.233.129.0/24 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

AZ-500 PDF Dumps | AZ-500 VCE Dumps | AZ-500 Braindumps                                4 / 7

https://www.pass4lead.com/az-500.html
https://www.pass4lead.com/az-500.html
https://www.pass4lead.com/az-500.html


https://www.pass4lead.com/az-500.html
2023 Latest pass4lead AZ-500 PDF and VCE dumps Download

Correct Answer: 

Box 1: No 

VNet1 has a service endpoint configure for Azure Storage. However, the Azure storage does not allow access from
VNet1 or the public IP address of VM1. 

Box 2: Yes 

VNet2 does not have a service endpoint configured. However, the Azure storage allows access from the public IP
address of VM2. 

Box 3: No 

Azure storage allows access from VNet3. However, VNet3 does not have a service endpoint for Azure storage. The
Azure storage also does not allow access from the public IP of VM3. 

 

QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You use Azure Security Center for the centralized policy management of three Azure subscriptions. 

You use several policy definitions to manage the security of the subscriptions. 

You need to deploy the policy definitions as a group to all three subscriptions. 

Solution: You create a policy definition and assignments that are scoped to resource groups. 

Does this meet the goal? 
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A. Yes 

B. No 

Correct Answer: B 

References: https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-
groups/ 
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