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QUESTION 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

Your Company\\'s Azure subscription includes a virtual network that has a single subnet configured. 

You have created a service endpoint for the subnet, which includes an Azure virtual machine that has Ubuntu Server
18.04 installed. 

You are preparing to deploy Docker containers to the virtual machine. You need to make sure that the containers can
access Azure Storage resources and Azure SQL databases via the service endpoint. 

You need to perform a task on the virtual machine prior to deploying containers. 

Solution: You create an application security group. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

 

QUESTION 2

You have an Azure key vault. 

You need to delegate administrative access to the key vault to meet the following requirements: 

1. 

Provide a user named User1 with the ability to set advanced access policies for the key vault. 

2. 

Provide a user named User2 with the ability to add and delete certificates in the key vault. 

3. 

Use the principle of least privilege. 

What should you use to assign access to each user? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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User1: RBAC 

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the
proper identity to: 

1. 

set Key Vault access policies 

2. 

create, read, update, and delete key vaults 

3. 

set Key Vault tags 

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure
resources. Using RBAC, you can segregate duties within your team and grant only the amount of access to users that
they need to 

perform their jobs. 
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User2: A key vault access policy 

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access
policies grant permissions separately to keys, secrets, and certificates. 

References: 

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault 

 

QUESTION 3

You need to meet the identity and access requirements for Group1. What should you do? 

A. Add a membership rule to Group1. 

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365. Add users and
devices to the group. 

C. Modify the membership rule of Group1. 

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic memberships. Add the
new groups to Group1. 

Correct Answer: B 

Incorrect Answers: 

A, C: You can create a dynamic group for devices or for users, but you can\\'t create a rule that contains both users and
devices. 

D: For assigned group you can only add individual members. 

Scenario: 

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be
members of Group1. 

The tenant currently contain this group: 

References: https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership 

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal 

 

QUESTION 4
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You need to meet the technical requirements for the finance department users. 

Which CAPolicy1 settings should you modify? 

A. Cloud apps or actions 

B. Conditions 

C. Grant 

D. Session 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-
lifetime 

 

QUESTION 5

You are troubleshooting a security issue for an Azure Storage account. 

You enable the diagnostic logs for the storage account. 

What should you use to retrieve the diagnostics logs? 

A. Azure Storage Explorer 

B. SQL query editor in Azure 

C. File Explorer in Windows 

D. Azure Security Center 

Correct Answer: A 

If you want to download the metrics for long-term storage or to analyze them locally, you must use a tool or write some
code to read the tables. You must download the minute metrics for analysis. The tables do not appear if you list all the
tables in your storage account, but you can access them directly by name. Many storage-browsing tools are aware of
these tables and enable you to view them directly (see Azure Storage Client Tools for a list of available tools). 

Microsoft provides several graphical user interface (GUI) tools for working with the data in your Azure Storage account.
All of the tools outlined in the following table are free. 
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Note: 

There are several versions of this question in the exam. The questions in the exam have two different correct answers: 

1. 

Azure Storage Explorer 

2. 

AZCopy 

Other incorrect answer options you may see on the exam include the following: 

1. 

Azure Monitor 

2. 

The Security and Compliance admin center 

3. 

Azure Cosmos DB explorer 

4. 

Azure Monitor 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-
analyticsmetrics?toc=%2fazure%2fstorage%2fblobs%2ftoc.json https://docs.microsoft.com/en-
us/azure/storage/common/storage-explorers 
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