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QUESTION 1

You have an Azure virtual machine named VM1 that runs Windows Server. 

When you attempt to install the Azure Performance Diagnostics extension on VM I, the installation fails. 

You need to identify the cause of the installation failure. 

What are two possible ways to achieve the goal? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Sign in to VM1 and verify the WaAppAgentlog file. 

B. From the Azure portal, view the alerts for VM1. 

C. From the Azure portal, view the activity log for VM1. 

D. Sign into VM1 and verify the MonitoringAgentlog file. 

Correct Answer: AB 

 

QUESTION 2

Your network contains an Active Directory Domain Services (AD DS> domain. The domain contains 20 Active Directory
sites. All user management is performed from a central site. 

You add users to a group. 

You discover that group changes do NOT appear on a domain controller in a remote site. 

You need to identify whether the group changes appear on other domain controllers. 

What should you use? 

A. Microsoft Support and Recovery Assistant 

B. File Replication Service (FRS) Status Viewer 

C. Active Directory Replication Status Tool 

D. Active Directory Sites and Services 

Correct Answer: D 

 

QUESTION 3

You have 100 Azure virtual machines that run Windows Server. The virtual machines are onboarded to Microsoft
Defender for Cloud. 

You need to shut down a virtual machine automatically if Microsoft Defender for Cloud generates the "Antimalware
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disabled in the virtual machine" alert for the virtual machine. 

What should you use in Microsoft Defender for Cloud? 

A. a logic app 

B. a workbook 

C. a security policy 

D. adaptive network hardening 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/managing-and-responding-alerts 

 

QUESTION 4

You have an Azure virtual machine named VM1 that runs Windows Server. 

You need to encrypt the contents of the disks on VM1 by using Azure Disk Encryption. 

What is a prerequisite for implementing Azure Disk Encryption? 

A. Customer Lockbox for Microsoft Azure 

B. an Azure key vault 

C. a BitLocker recovery key 

D. data-link layer encryption in Azure 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview 

 

QUESTION 5

You have a Microsoft Sentinel deployment and 100 Azure Arc-enabled on-premises servers. All the Azure Arc-enabled
resources are in the same resource group. 

You need to onboard the servers to Microsoft Sentinel. The solution must minimize administrative effort. 

What should you use to onboard the servers to Microsoft Sentinel? 

A. Azure Automation 

B. Azure Policy 

C. Azure virtual machine extensions 

D. Microsoft Defender for Cloud 
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Correct Answer: B 

Reference: 

https://docs.microsoft.com/en-us/azure/cloud-adoption- framework/manage/hybrid/server/best-practices/arc-policies-
mma 
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