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QUESTION 1

Company XYZ has transferred all of the corporate servers, including web servers, to a cloud hosting provider to reduce
costs. All of the servers are running unpatched, outdated versions of Apache. Furthermore, the corporate financial data
is also hosted by the cloud services provider, but it is encrypted when not in use. Only the DNS server is configured to
audit user and administrator actions and logging is disabled on the other virtual machines. Given this scenario, which of
the following is the MOST significant risk to the system? 

A. All servers are unpatched and running old versions. 

B. Financial data is processed without being encrypted. 

C. Logging is disabled on critical servers. 

D. Server services have been virtualized and outsourced. 

Correct Answer: A 

 

QUESTION 2

Which of the following is true about an unauthenticated SAMLv2 transaction? 

A. The browser asks the SP for a resource. The SP provides the browser with an XHTML format. The browser asks the
IdP to validate the user, and then provides the XHTML back to the SP for access. 

B. The browser asks the IdP for a resource. The IdP provides the browser with an XHTML format. The browser asks the
SP to validate the user, and then provides the XHTML to the IdP for access. 

C. The browser asks the IdP to validate the user. The IdP sends an XHTML form to the SP and a cookie to the browser.
The browser asks for a resource to the SP, which verifies the cookie and XHTML format for access. 

D. The browser asks the SP to validate the user. The SP sends an XHTML form to the IdP. The IdP provides the
XHTML form back to the SP, and then the browser asks the SP for a resource. 

Correct Answer: A 

 

QUESTION 3

A company recently experienced a malware outbreak. It was caused by a vendor using an approved non- company
device on the company\\'s corporate network that impacted manufacturing lines, causing a week of downtime to recover
from the attack. 

Which of the following reduces this threat and minimizes potential impact on the manufacturing lines? 

A. Disable remote access capabilities on manufacturing SCADA systems. 

B. Require a NIPS for all communications to and from manufacturing SCADA systems. 

C. Add anti-virus and client firewall capabilities to the manufacturing SCADA systems. 

D. Deploy an ACL that restricts access from the corporate network to the manufacturing SCADA systems. 
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Correct Answer: D 

 

QUESTION 4

The audit department at a company requires proof of exploitation when conducting internal network penetration tests.
Which of the following provides the MOST conclusive proof of compromise without further compromising the integrity of
the system? 

A. Provide a list of grabbed service banners. 

B. Modify a file on the system and include the path in the test\\'s report. 

C. Take a packet capture of the test activity. 

D. Add a new test user account on the system. 

Correct Answer: C 

 

QUESTION 5

Company XYZ has purchased and is now deploying a new HTML5 application. The company wants to hire a
penetration tester to evaluate the security of the client and server components of the proprietary web application before
launch. Which of the following is the penetration tester MOST likely to use while performing black box testing of the
security of the company\\'s purchased application? (Select TWO). 

A. Code review 

B. Sandbox 

C. Local proxy 

D. Fuzzer 

E. Web vulnerability scanner 

Correct Answer: CD 
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