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QUESTION 1

Which of the following attacks can be mitigated by proper data retention policies? 

A. Dumpster diving 

B. Man-in-the browser 

C. Spear phishing 

D. Watering hole 

Correct Answer: A 

 

QUESTION 2

A security administrator wants to deploy a dedicated storage solution which is inexpensive, can natively integrate with
AD, allows files to be selectively encrypted and is suitable for a small number of users at a satellite office. Which of the
following would BEST meet the requirement? 

A. SAN 

B. NAS 

C. Virtual SAN 

D. Virtual storage 

Correct Answer: B 

A NAS is an inexpensive storage solution suitable for small offices. Individual files can be encrypted by using the EFS
(Encrypted File System) functionality provided by the NTFS file system. 

NAS typically uses a common Ethernet network and can provide storage services to any authorized devices on that
network. 

Two primary NAS protocols are used in most environments. The choice of protocol depends largely on the type of
computer or server connecting to the storage. Network File System (NFS) protocol usually used by servers to access
storage in a NAS environment. Common Internet File System (CIFS), also sometimes called Server Message Block
(SMB), is usually used for desktops, especially those running Microsoft Windows. 

Unlike DAS and SAN, NAS is a file-level storage technology. This means the NAS appliance maintains and controls the
files, folder structures, permission, and attributes of the data it holds. A typical NAS deployment integrates the NAS
appliance with a user database, such as Active Directory, so file permissions can be assigned based on established
users and groups. With Active Directory integration, most Windows New Technology File System (NTFS) permissions
can be set on the files contained on a NAS device. 

 

QUESTION 3

A large company is preparing to merge with a smaller company. The smaller company has been very profitable, but the
smaller company\\'s main applications were created in-house. Which of the following actions should the large
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company\\'s security administrator take in preparation for the merger? 

A. A review of the mitigations implemented from the most recent audit findings of the smaller company should be
performed. 

B. An ROI calculation should be performed to determine which company\\'s application should be used. 

C. A security assessment should be performed to establish the risks of integration or co-existence. 

D. A regression test should be performed on the in-house software to determine security risks associated with the
software. 

Correct Answer: C 

With any merger regardless of the monetary benefit there is always security risks and prior to the merger the security
administrator should assess the security risks to as to mitigate these. 

 

QUESTION 4

The source workstation image for new accounting PCs has begun blue-screening. A technician notices that the
date/time stamp of the image source appears to have changed. The desktop support director has asked the Information
Security department to determine if any changes were made to the source image. Which of the following methods would
BEST help with this process? (Select TWO). 

A. Retrieve source system image from backup and run file comparison analysis on the two images. 

B. Parse all images to determine if extra data is hidden using steganography. 

C. Calculate a new hash and compare it with the previously captured image hash. 

D. Ask desktop support if any changes to the images were made. 

E. Check key system files to see if date/time stamp is in the past six months. 

Correct Answer: AC 

Running a file comparison analysis on the two images will determine whether files have been changed, as well as what
files were changed. 

Hashing can be used to meet the goals of integrity and non-repudiation. One of its advantages of hashing is its ability to
verify that information has remained unchanged. If the hash values are the same, then the images are the same. If the
hash values differ, there is a difference between the two images. 

 

QUESTION 5

The information security manager of an e-commerce company receives an alert over the weekend that all the servers in
a datacenter have gone offline Upon discussing this situation with the facilities manager, the information security
manager learns there was planned electrical maintenance. The information security manager is upset at not being part
of the maintenance planning, as this could have resulted in a loss of: 

A. data confidentiality. 

B. data security. 
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C. PCI compliance 

D. business availability. 

Correct Answer: D 
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