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QUESTION 1

A malware infection spread to numerous workstations within the marketing department. The workstations were
quarantined and replaced with machines. Which of the following represents a FINAL step in the prediction of the
malware? 

A. The workstations should be isolated from the network. 

B. The workstations should be donated for refuse. 

C. The workstations should be reimaged 

D. The workstations should be patched and scanned. 

Correct Answer: C 

 

QUESTION 2

A company wants to extend its help desk availability beyond business hours. The Chief Information Officer (CIO)
decides to augment the help desk with a third-party service that will answer calls and provide Tier 1 problem resolution,
such as password resets and remote assistance. The security administrator implements the following firewall change: 

The administrator provides the appropriate path and credentials to the third-party company. Which of the following
technologies is MOST likely being used to provide access to the third company? 

A. LDAP 

B. WAYF 

C. OpenID 

D. RADIUS 

E. SAML 

Correct Answer: D 

 

QUESTION 3

A security analyst is reviewing the following pseudo-output snippet after running the command less /tmp/file,tmp. 
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The information above was obtained from a public-facing website and used to identify military assets. Which of the
following should be implemented to reduce the risk of a similar compromise? 

A. Deploy a solution to sanitize geotagging information 

B. Install software to wipe data remnants on servers 

C. Enforce proper input validation on mission-critical software 

D. Implement a digital watermarking solution 

Correct Answer: B 

 

QUESTION 4

Confidential information related to Application A. Application B and Project X appears to have been leaked to a
competitor. After consulting with the legal team, the IR team is advised to take immediate action to preserve evidence
for possible litigation and criminal charges. 

While reviewing the rights and group ownership of the data involved in the breach, the IR team inspects the following
distribution group access lists: 

Which of the following actions should the IR team take FIRST? 

A. Remove all members from the distribution groups immediately 

B. Place the mailbox for jsmith on legal hold 

C. Implement a proxy server on the network to inspect all outbound SMTP traffic for the DevOps group 

D. Install DLP software on all developer laptops to prevent data from leaving the network. 

Correct Answer: A 
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QUESTION 5

A company recently deployed an agent-based DLP solution to all laptop in the environment. The DLP solution is
configured to restrict the following: 

1.

 USB ports 

2.

 FTP connections 

3.

 Access to cloud-based storage sites 

4.

 Outgoing email attachments 

5.

 Saving data on the local C: drive 

6.

 Despite these restrictions, highly confidential data was from a secure fileshare in the research department. 

Which of the following should the security team implement FIRST? 

A. Application whitelisting for all company-owned devices 

B. A secure VDI environment for research department employees 

C. NIDS/NIPS on the network segment used by the research department 

D. Bluetooth restriction on all laptops 

Correct Answer: A 
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