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QUESTION 1

A company processes sensitive cardholder information that is stored in an internal production database and accessed
by internet-facing web servers. The company\\'s Chief Information Security Officer (CISO) is concerned with the risks
related to sensitive data exposure and wants to implement tokenization of sensitive information at the record level. The
company implements a one-to-many mapping of primary credit card numbers to temporary credit card numbers.
Which of the following should the CISO consider in a tokenization system?

A. Data field watermarking

B. Field tagging

C. Single-use translation

D. Salted hashing

Correct Answer: C

QUESTION 2

A large telecommunications equipment manufacturer needs to evaluate the strengths of security controls in a new
telephone network supporting first responders. Which of the following techniques would the company use to evaluate
data confidentiality controls?

A. Eavesdropping

B. On-path

C. Cryptanalysis

D. Code signing

E. RF sidelobe sniffing

Correct Answer: A

QUESTION 3

Which of the following protocols is a low power, low data rate that allows for the creation of PAN networks?
A. Zigbee

B. CAN

C. DNP3

D. Modbus

Correct Answer: A
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Reference: https://urgentcomm.com/2007/11/01/connecting-on-a-personal-level/

QUESTION 4

Which of the following is the MOST important cloud-specific risk from the CSP\\'s viewpoint?
A. Isolation control failure

B. Management plane breach

C. Insecure data deletion

D. Resource exhaustion

Correct Answer: B

QUESTION 5

A small business would like to provide guests who are using mobile devices encrypted WPAS access without first
distributing PSKs or other credentials. Which of the following features will enable the business to meet this objective?

A. Simultaneous Authentication of Equals
B. Enhanced open

C. Perfect forward secrecy

D. Extensible Authentication Protocol

Correct Answer: A
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