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QUESTION 1

Prior to a risk assessment inspection, the Chief Information Officer tasked the systems administrator with analyzing and
reporting any configuration issues on the information systems, and then verifying existing security settings. Which of the
following would be BEST to use? 

A. SCAP 

B. CVSS 

C. XCCDF 

D. CMDB 

Correct Answer: A 

 

QUESTION 2

Which of the following is a benefit of using steganalysis techniques in forensic response? 

A. Breaking a symmetric cipher used in secure voice communications 

B. Determining the frequency of unique attacks against DRM-protected media 

C. Maintaining chain of custody for acquired evidence 

D. Identifying least significant bit encoding of data in a .wav file 

Correct Answer: D 

 

 

QUESTION 3

Due to budget constraints, an organization created a policy that only permits vulnerabilities rated high and critical
according to CVSS to be fixed or mitigated. A security analyst notices that many vulnerabilities that were previously
scored as medium are now breaching higher thresholds. Upon further investigation, the analyst notices certain ratings
are not aligned with the approved system categorization. 

Which of the following can the analyst do to get a better picture of the risk while adhering to the organization\\'s policy? 

A. Align the exploitability metrics to the predetermined system categorization. 

B. Align the remediation levels to the predetermined system categorization. 

C. Align the impact subscore requirements to the predetermined system categorization. 

D. Align the attack vectors to the predetermined system categorization. 

Correct Answer: C 
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The impact subscore measures how much damage an attacker could cause if they successfully exploited this
vulnerability3. By aligning the impact subscore requirements to the predetermined system categorization, the security
analyst can get a better picture of the risk while adhering to the organization\\'s policy. 

 

QUESTION 4

A satellite communications ISP frequently experiences outages and degraded modes of operation over one of its legacy
satellite links due to the use of deprecated hardware and software. Three days per week, on average, a contracted
company must follow a checklist of 16 different high-latency commands that must be run in serial to restore nominal
performance. The ISP wants this process to be automated. 

Which of the following techniques would be BEST suited for this requirement? 

A. Deploy SOAR utilities and runbooks. 

B. Replace the associated hardware. 

C. Provide the contractors with direct access to satellite telemetry data. 

D. Reduce link latency on the affected ground and satellite segments. 

Correct Answer: A 

 

 

QUESTION 5

An application developer has been informed of a web application that is susceptible to a clickjacking vulnerability Which
of the following code snippets would be MOST applicable to resolve this vulnerability? 

A. Content-Security-Policy frame-ancestors: \\'none\\' 

B. $escaped_command = escapeshellcmd(Sargs); exec ($escaped_command, Soutput, $return_var); 

C. sqlQuery= \\'SELECT * FROM custTable WHERE User=? AND Pass=?\\' parameters.add("User", username) 

D. require \\'digest/sha2\\' sha256 = Digest::SHA2.new(256) 

Correct Answer: A 

Content-Security-Policy: frame-ancestors \\'none’; 

This prevents any domain from framing the content This setting is recommended unless a specific need has been
identified for framing 
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