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QUESTION 1

A security architect is working with a new customer to find a vulnerability assessment solution that meets the following
requirements: 

1. 

Fast scanning 

2. 

The least false positives possible 

3. 

Signature-based 

4. 

A low impact on servers when performing a scan 

In addition, the customer has several screened subnets, VLANs, and branch offices. Which of the following will BEST
meet the customer\\'s needs? 

A. Authenticated scanning 

B. Passive scanning 

C. Unauthenticated scanning 

D. Agent-based scanning 

Correct Answer: D 

 

 

QUESTION 2

The Chief information Officer (CIO) wants to implement enterprise mobility throughout the organization. The goal is to
allow employees access to company resources. However the CIO wants the ability to enforce configuration settings,
manage data, and manage both company-owned and personal devices. Which of the following should the CIO
implement to achieve this goal? 

A. BYOO 

B. CYOD 

C. COPE 

D. MDM 

Correct Answer: D 
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QUESTION 3

Company A acquired Company . During an audit, a security engineer found Company B\\'s environment was
inadequately patched. In response, Company A placed a firewall between the two environments until Company B\\'s
infrastructure could be integrated into Company A\\'s security program. 

Which of the following risk-handling techniques was used? 

A. Accept 

B. Avoid 

C. Transfer 

D. Mitigate 

Correct Answer: D 

Reference: https://www.pivotpointsecurity.com/blog/risk-tolerance-in-business/ 

 

QUESTION 4

A small business would like to provide guests who are using mobile devices encrypted WPA3 access without first
distributing PSKs or other credentials. Which of the following features will enable the business to meet this objective? 

A. Simultaneous Authentication of Equals 

B. Enhanced open 

C. Perfect forward secrecy 

D. Extensible Authentication Protocol 

Correct Answer: A 

 

QUESTION 5

A security analyst detected a malicious PowerShell attack on a single server. The malware used the Invoke-Expression
function to execute an external malicious script. The security analyst scanned the disk with an antivirus application and
did not find any IOCs. The security analyst now needs to deploy a protection solution against this type of malware. 

Which of the following BEST describes the type of malware the solution should protect against? 

A. Worm 

B. Logic bomb 

C. Fileless 
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D. Rootkit 

Correct Answer: C 

Reference: https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/tracking-detecting-and-
thwarting-powershell-based-malware-and-attacks 
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