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QUESTION 1

As part of the auditing process, getting a report on the deviations between intended configurations and actual policy is
often crucial for an organization. 

What term pertains to the process of generating such a report? 

A. Deficiencies 

B. Findings 

C. Gap analysis 

D. Errors 

Correct Answer: C 

The gap analysis determines if there are any differences between the actual configurations in use on systems and the
policies that govern what the configurations are expected or mandated to be. The other terms provided are all similar to
the correct answer ("findings" in particular is often used to articulate deviations in configurations), but gap analysis is the
official term used. 

 

QUESTION 2

Which of the following cloud aspects complicates eDiscovery? 

A. Resource pooling 

B. On-demand self-service 

C. Multitenancy 

D. Measured service 

Correct Answer: C 

With multitenancy, eDiscovery becomes more complicated because the data collection involves extra steps to ensure
that only those customers or systems that are within scope are turned over to the requesting authority. 

 

QUESTION 3

Which of the cloud cross-cutting aspects relates to the requirements placed on a system or application by law, policy, or
requirements from standards? 

A. regulatory requirements 

B. Auditability 

C. Service-level agreements 

D. Governance 
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Correct Answer: A 

Regulatory requirements are those imposed upon businesses and their operations either by law, regulation, policy, or
standards and guidelines. These requirements are specific either to the locality in which the company or application is
based or to the specific nature of the data and transactions conducted. 

 

QUESTION 4

What concept does the "A" represent in the DREAD model? 

A. Affected users 

B. Authentication 

C. Affinity 

D. Authorization 

Correct Answer: A 

Affected users refers to the percentage of users who would be impacted by a successful exploit. Scoring ranges from 0,
which means no users are impacted, to 10, which means all users are impacted. 

 

QUESTION 5

Data masking can be used to provide all of the following functionality, except: 

A. Secure remote access 

B. test data in sandboxed environments 

C. Authentication of privileged users 

D. Enforcing least privilege 

Correct Answer: C 

Data masking does not support authentication in any way. All the others are excellent use cases for data masking. 
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