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QUESTION 1

If you come across a sheepdip machine at your client\\'s site, what should you do? 

A. A sheepdip computer is used only for virus-checking. 

B. A sheepdip computer is another name for a honeypot 

C. A sheepdip coordinates several honeypots. 

D. A sheepdip computers defers a denial of service attack. 

Correct Answer: A 

 

QUESTION 2

An Nmap scan shows the following open ports, and nmap also reports that the OS guessing results to match too many
signatures hence it cannot reliably be identified: 21 ftp 

23 telnet 

80 http 

443 https 

What does this suggest? 

A. This is a Windows Domain Controller 

B. The host is not firewalled 

C. The host is not a Linux or Solaris system 

D. The host is not properly patched 

Correct Answer: C 

 

QUESTION 3

SNMP is a connectionless protocol that uses UDP instead of TCP packets (True or False) 

A. true 

B. false 

Correct Answer: A 

 

QUESTION 4
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This is an example of whois record. 

Sometimes a company shares a little too much information on their organization through public domain records. Based
on the above whois record, what can an attacker do? (Select 2 answers) 

A. Search engines like Google, Bing will expose information listed on the WHOIS record 

B. An attacker can attempt phishing and social engineering on targeted individuals using the information from WHOIS
record 

C. Spammers can send unsolicited e-mails to addresses listed in the WHOIS record 

D. IRS Agents will use this information to track individuals using the WHOIS record information 
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Correct Answer: BC 

 

QUESTION 5

You are attempting to crack LM Manager hashed from Windows 2000 SAM file. You will be using LM Brute force
hacking tool for decryption. 

What encryption algorithm will you be decrypting? 

A. MD4 

B. DES 

C. SHA 

D. SSL 

Correct Answer: B 
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