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QUESTION 1

The Open Web Application Security Project (OWASP) testing methodology addresses the need to secure web
applications by providing which one of the following services?

A. An extensible security framework named COBIT

B. A list of flaws and how to fix them

C. Web application patches

D. A security certification for hardened web applications

Correct Answer: B

QUESTION 2

Which of the following Netcat commands would be used to perform a UDP scan of the lower 1024 ports?
A. Netcat -h -U

B. Netcat -hU

C. Netcat -sU -p 1-1024

D. Netcat -u -v -w2 1-1024 E. Netcat -sS -O target/1024

Correct Answer: D

QUESTION 3

When does the Payment Card Industry Data Security Standard (PCI-DSS) require organizations to perform external and
internal penetration testing?

A. At least once a year and after any significant upgrade or modification

B. At least once every three years or after any significant upgrade or modification
C. At least twice a year or after any significant upgrade or modification

D. At least once every two years and after any significant upgrade or modification

Correct Answer: A

QUESTION 4
A computer technician is using a new version of a word processing software package when it is discovered that a

special sequence of characters causes the entire computer to crash. The technician researches the bug and discovers
that no one else experienced the problem. What is the appropriate next step?
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A. Ignore the problem completely and let someone else deal with it.

B. Create a document that will crash the computer when opened and send it to friends.

C. Find an underground bulletin board and attempt to sell the bug to the highest bidder.

D. Notify the vendor of the bug and do not disclose it until the vendor gets a chance to issue a fix.

Correct Answer: D

QUESTION 5

A technician is resolving an issue where a computer is unable to connect to the Internet using a wireless access point.
The computer is able to transfer files locally to other machines, but cannot successfully reach the Internet. When the
technician examines the IP address and default gateway they are both on the 192.168.1.0/24. Which of the following
has occurred?

A. The gateway is not routing to a public IP address.

B. The computer is using an invalid IP address.

C. The gateway and the computer are not on the same network.

D. The computer is not using a private IP address.

Correct Answer: A
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