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QUESTION 1

In the context of Trojans, what is the definition of a Wrapper? 

A. An encryption tool to protect the Trojan 

B. A tool used to bind the Trojan with a legitimate file 

C. A tool used to calculate bandwidth and CPU cycles wasted by the Trojan 

D. A tool used to encapsulate packets within a new header and footer 

Correct Answer: B 

 

QUESTION 2

While performing a ping sweep of a local subnet you receive an ICMP reply of Code 3/Type 13 for all the pings you
have sent out. What is the most likely cause of this? 

A. The firewall is dropping the packets 

B. An in-line IDS is dropping the packets 

C. A router is blocking ICMP 

D. The host does not respond to ICMP packets 

Correct Answer: C 

 

QUESTION 3

Rebecca has noted multiple entries in her logs about users attempting to connect on ports that are either not opened or
ports that are not for public usage. How can she restrict this type of abuse by limiting access to only specific IP
addresses that are trusted by using one of the built-in Linux Operating System tools? 

A. Ensure all files have at least a 755 or more restrictive permissions. 

B. Configure rules using ipchains. 

C. Configure and enable portsentry on his server. 

D. Install an intrusion detection system on her computer such as Snort. 

Correct Answer: B 

 

QUESTION 4

You are a Administrator of Windows server. You want to find the port number for POP3. What file would you find the
information in and where? 
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Select the best answer. 

A. %windir%\\etc\\services 

B. system32\\drivers\\etc\\services 

C. %windir%\\system32\\drivers\\etc\\services 

D. /etc/services 

E. %windir%/system32/drivers/etc/services 

Correct Answer: C 

 

QUESTION 5

Which of the following encryption is NOT based on block cipher? 

A. DES 

B. Blowfish 

C. AES (Rijndael) 

D. RC4 

Correct Answer: D 
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