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QUESTION 1

What is a key feature of the privacy metric template adapted from the National Institute of Standards and Technology
(NIST)?

A. It provides suggestions about how to collect and measure data.
B. It can be tailored to an organization\\'s particular needs.

C. It is updated annually to reflect changes in government policy.
D. It is focused on organizations that do business internationally.

Correct Answer: A

QUESTION 2

Which of the following indicates you have developed the right privacy framework for your organization?
A. It includes a privacy assessment of each major system.

B. It improves the consistency of the privacy program.

C. It works at a different type of organization.

D. It identifies all key stakeholders by name.

Correct Answer: A

QUESTION 3
SCENARIO
Please use the following to answer the next QUESTION:

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer.
The company is based in California but thanks to some great publicity from a social media influencer last year, the
company has received an influx of sales from the EU and has set up a regional office in Ireland to support this
expansion. To become familiar with Ace Space\\'s practices and assess what her privacy priorities will be, Penny has
set up meetings with a number of colleagues to hear about the work that they have been doing and their compliance
efforts.

Penny\\'s colleague in Marketing is excited by the new sales and the company\\'s plans, but is also concerned that
Penny may curtail some of the growth opportunities he has planned. He tells her "I heard someone in the breakroom
talking about some new privacy laws but | really don\\'t think it affects us. We\\'re just a small company. | mean we just
sell accessories online, so what\\'s the real risk?" He has also told her that he works with a number of small companies
that help him get projects completed in a hurry. "We\\'ve got to meet our deadlines otherwise we lose money. | just sign
the contracts and get Jim in finance to push through the payment. Reviewing the contracts takes time that we just don\\'t
have."

In her meeting with a member of the IT team, Penny has learned that although Ace Space has taken a number of
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precautions to protect its website from malicious activity, it has not taken the same level of care of its physical files or
internal infrastructure. Penny\\'s colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell
victim to a phishing attack. Penny is told by her IT colleague that the IT team "didn\\'t know what to do or who should do
what. We hadn\\'t been trained on it but we\\'re a small team though, so it worked out OK in the end." Penny is
concerned that these issues will compromise Ace Space\\'s privacy and data protection.

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO
to give the organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.

Penny has a meeting with Ace Space\\'s CEO today and has been asked to give her first impressions and an overview
of her next steps.

What is the best way for Penny to understand the location, classification and processing purpose of the personal data
Ace Space has?

A. Analyze the data inventory to map data flows

B. Audit all vendors\\' privacy practices and safeguards

C. Conduct a Privacy Impact Assessment for the company

D. Review all cloud contracts to identify the location of data servers used

Correct Answer: B

QUESTION 4
SCENARIO
Please use the following to answer the next QUESTION:

Amira is thrilled about the sudden expansion of NatGen. As the joint Chief Executive Officer (CEO) with her long-time
business partner Sadie, Amira has watched the company grow into a major competitor in the green energy market. The

current line of products includes wind turbines, solar energy panels, and equipment for geothermal systems. A talented
team of developers means that NatGen\\'s line of products will only continue to grow.

With the expansion, Amira and Sadie have received advice from new senior staff members brought on to help manage
the company\\'s growth. One recent suggestion has been to combine the legal and security functions of the company to

ensure observance of privacy laws and the company\\'s own privacy policy. This sounds overly complicated to Amira,
who wants departments to be able to use, collect, store, and dispose of customer data in ways that will best suit their
needs.

She does not want administrative oversight and complex structuring to get in the way of people doing innovative work.
Sadie has a similar outlook. The new Chief Information Officer (CIO) has proposed what Sadie believes is an
unnecessarily long timetable for designing a new privacy program. She has assured him that NatGen will use the best

possible

equipment for electronic storage of customer and employee data. She simply needs a list of equipment and an estimate
of its cost. But the CIO insists that many issues are necessary to consider before the company gets to that stage.

Regardless, Sadie and Amira insist on giving employees space to do their jobs. Both CEOs want to entrust the
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monitoring of employee policy compliance to low-level managers. Amira and Sadie believe these managers can adjust
the

company privacy policy according to what works best for their particular departments. NatGen\\'s CEOs know that
flexible interpretations of the privacy policy in the name of promoting green energy would be highly unlikely to raise any

concerns with their customer base, as long as the data is always used in course of normal business activities.
Perhaps what has been most perplexing to Sadie and Amira has been the CIO\\'s recommendation to institute a privacy
compliance hotline. Sadie and Amira have relented on this point, but they hope to compromise by allowing employees

to

take turns handling reports of privacy policy violations. The implementation will be easy because the employees need
no special preparation. They will simply have to document any concerns they hear.

Sadie and Amira are aware that it will be challenging to stay true to their principles and guard against corporate culture
strangling creativity and employee morale. They hope that all senior staff will see the benefit of trying a unique
approach.

What Data Lifecycle Management (DLM) principle should the company follow if they end up allowing departments to
interpret the privacy policy differently?

A. Prove the authenticity of the company\\'s records.

B. Arrange for official credentials for staff members.

C. Adequately document reasons for inconsistencies.

D. Create categories to reflect degrees of data importance.

Correct Answer: C

QUESTION 5

In which situation would a Privacy Impact Assessment (PIA) be the least likely to be required?

A. If a company created a credit-scoring platform five years ago.

B. If a health-care professional or lawyer processed personal data from a patient\\'s file.

C. If a social media company created a new product compiling personal data to generate user profiles.

D. If an after-school club processed children\\'s data to determine which children might have food allergies.

Correct Answer: D
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