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QUESTION 1

U.S.

 federal laws protect individuals from employment discrimination based on all of the following EXCEPT? 

A. 

Age. 

B. 

Pregnancy. 

C. 

Marital status. 

D. 

Genetic information. 

Correct Answer: B 

 

 

QUESTION 2

ABC Corp. is a consumer-facing business that uses a number of vendors to help operate its business, such as payment
processors, cloud service providers, and an e-commerce platform. 

If ABC Corp. were subject to the California Consumer Privacy Act (CCPA), what would it have to do in order to avoid
having its transfer of personal information to vendors be considered a "sale" of personal information? 

A. Register its transfer of personal information with the California Attorney General\\'s office. 

B. Ensure that it does not receive any monetary consideration from the vendors for the personal information. 

C. Enter into a contract with the vendors containing restrictions on what they can do with the personal information. 

D. State in its privacy policy that it will only transfer the personal information to vendors who provide the business with
certain services. 

Correct Answer: C  

 

QUESTION 3

Which of the following accurately describes the purpose of a particular federal enforcement agency? 

A. The National Institute of Standards and Technology (NIST) has established mandatory privacy standards that can
then be enforced against all for-profit organizations by the Department of Justice (DOJ). 
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B. The Cybersecurity and Infrastructure Security Agency (CISA) is authorized to bring civil enforcement actions against
organizations whose website or other online service fails to adequately secure personal information. 

C. The Federal Communications Commission (FCC) regulates privacy practices on the internet and enforces violations
relating to websites\\' posted privacy disclosures. 

D. The Federal Trade Commission (FTC) is typically recognized as having the broadest authority under the FTC Act to
address unfair or deceptive privacy practices. 

Correct Answer: D 

Reference: https://www.ftc.gov/reports/privacy-data-security-update-2016 

 

QUESTION 4

Federal laws establish which of the following requirements for collecting personal information of minors under the age of
13? 

A. Implied consent from a minor\\'s parent or guardian, or affirmative consent from the minor. 

B. Affirmative consent from a minor\\'s parent or guardian before collecting the minor\\'s personal information online. 

C. Implied consent from a minor\\'s parent or guardian before collecting a minor\\'s personal information online, such as
when they permit the minor to use the internet. 

D. Affirmative consent of a parent or guardian before collecting personal information of a minor offline (e.g., in person),
which also satisfies any requirements for online consent. 

Correct Answer: B 

Reference: https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions-0 

 

QUESTION 5

SCENARIO 

Please use the following to answer the next question: 

When there was a data breach involving customer personal and financial information at a large retail store, the
company\\'s directors were shocked. However, Roberta, a privacy analyst at the company and a victim of identity theft
herself, was 

not. Prior to the breach, she had been working on a privacy program report for the executives. How the company shared
and handled data across its organization was a major concern. There were neither adequate rules about access to 

customer information nor 

procedures for purging and destroying outdated data. In her research, Roberta had discovered that even low-level
employees had access to all of the company\\'s customer data, including financial records, and that the company still
had in its 

possession obsolete customer data going back to the 1980s. 
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Her report recommended three main reforms. First, permit access on an as-needs-to-know basis. This would mean
restricting employees\\' access to customer information to data that was relevant to the work performed. Second, create
a 

highly secure database for storing customers\\' financial information (e.g., credit card and bank account numbers)
separate from less sensitive information. Third, identify outdated customer information and then develop a process for
securely 

disposing of it. 

When the breach occurred, the company\\'s executives called Roberta to a meeting where she presented the
recommendations in her report. She explained that the company having a national customer base meant it would have
to ensure that 

it complied with all relevant state breach notification laws. Thanks to Roberta\\'s guidance, the company was able to
notify customers quickly and within the specific timeframes set by state breach notification laws. 

Soon after, the executives approved the changes to the privacy program that Roberta recommended in her report. The
privacy program is far more effective now because of these changes and, also, because privacy and security are now 

considered the responsibility of every employee. 

Which principle of the Consumer Privacy Bill of Rights, if adopted, would best reform the company\\'s privacy program? 

A. Consumers have a right to exercise control over how companies use their personal data. 

B. Consumers have a right to reasonable limits on the personal data that a company retains. 

C. Consumers have a right to easily accessible information about privacy and security practices. 

D. Consumers have a right to correct personal data in a manner that is appropriate to the sensitivity. 

Correct Answer: B 
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