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QUESTION 1

SCENARIO 

Please use the following to answer the next question: 

Declan has just started a job as a nursing assistant in a radiology department at Woodland Hospital. He has also started
a program to become a registered nurse. 

Before taking this career path, Declan was vaguely familiar with the Health Insurance Portability and Accountability Act
(HIPAA). He now knows that he must help ensure the security of his patients\\' Protected Health Information (PHI). 

Therefore, he is thinking carefully about privacy issues. 

On the morning of his first day, Declan noticed that the newly hired receptionist handed each patient a HIPAA privacy
notice. He wondered if it was necessary to give these privacy notices to returning patients, and if the radiology
department 

could reduce paper waste through a system of one-time distribution. 

He was also curious about the hospital\\'s use of a billing company. He questioned whether the hospital was doing all it
could to protect the privacy of its patients if the billing company had details about patients\\' care. 

On his first day Declan became familiar with all areas of the hospital\\'s large radiology department. As he was
organizing equipment left in the halfway, he overheard a conversation between two hospital administrators. He was
surprised to 

hear that a portable hard drive containing non-encrypted patient information was missing. The administrators expressed
relief that the hospital would be able to avoid liability. Declan was surprised, and wondered whether the hospital had
plans to properly report what had happened. 

Despite Declan\\'s concern about this issue, he was amazed by the hospital\\'s effort to integrate Electronic Health
Records (EHRs) into the everyday care of patients. He thought about the potential for streamlining care even more if
they were accessible to all medical facilities nationwide. 

Declan had many positive interactions with patients. At the end of his first day, he spoke to one patient, John, whose
father had just been diagnosed with a degenerative muscular disease. John was about to get blood work done, and he
feared that the blood work could reveal a genetic predisposition to the disease that could affect his ability to obtain
insurance coverage. Declan told John that he did not think that was possible, but the patient was wheeled away before
he could explain why. John plans to ask a colleague about this. 

In one month, Declan has a paper due for one his classes on a health topic of his choice. By then, he will have had
many interactions with patients he can use as examples. He will be pleased to give credit to John by name for inspiring
him to think more carefully about genetic testing. 

Although Declan\\'s day ended with many questions, he was pleased about his new position. 

What is the most likely way that Declan might directly violate the Health Insurance Portability and Accountability Act
(HIPAA)? 

A. By being present when patients are checking in 

B. By speaking to a patient without prior authorization 

C. By ignoring the conversation about a potential breach 
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D. By following through with his plans for his upcoming paper 

Correct Answer: D 

"Other than for treatment, covered entities must make reasonable efforts to limit the use and disclosure of PHI to the
minimum necessary in order to accomplish the intended purpose." He isn\\'t involved in the potential breach, which is
why he isn\\'t trained for it, and doesn\\'t know all the facts of the situation. He has not obligation doesn\\'t need to
investigate any further based on anything that he heard. 

 

QUESTION 2

A company\\'s employee wellness portal offers an app to track exercise activity via users\\' mobile devices. Which of the
following design techniques would most effectively inform users of their data privacy rights and privileges when using
the app? 

A. Offer information about data collection and uses at key data entry points. 

B. Publish a privacy policy written in clear, concise, and understandable language. 

C. Present a privacy policy to users during the wellness program registration process. 

D. Provide a link to the wellness program privacy policy at the bottom of each screen. 

Correct Answer: C 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next question: 

Larry has become increasingly dissatisfied with his telemarketing position at SunriseLynx, and particularly with his
supervisor, Evan. Just last week, he overheard Evan mocking the state\\'s Do Not Call list, as well as the people on it. "If
they 

were really serious about not being bothered," Evan said, "They\\'d be on the national DNC list. That\\'s the only one
we\\'re required to follow. At SunriseLynx, we call until they ask us not to." 

Bizarrely, Evan requires telemarketers to keep records of recipients who ask them to call "another time." This, to Larry,
is a clear indication that they don\\'t want to be called at all. Evan doesn\\'t see it that way. 

Larry believes that Evan\\'s arrogance also affects the way he treats employees. The U.S. Constitution protects
American workers, and Larry believes that the rights of those at SunriseLynx are violated regularly. At first Evan seemed
friendly, even connecting with employees on social media. However, following Evan\\'s political posts, it became clear to
Larry that employees with similar affiliations were the only ones offered promotions. 

Further, Larry occasionally has packages containing personal-use items mailed to work. Several times, these have
come to him already opened, even though this name was clearly marked. Larry thinks the opening of personal mail is
common at SunriseLynx, and that Fourth Amendment rights are being trampled under Evan\\'s leadership. 

Larry has also been dismayed to overhear discussions about his coworker, Sadie. Telemarketing calls are regularly
recorded for quality assurance, and although Sadie is always professional during business, her personal conversations
sometimes contain sexual comments. This too is something Larry has heard Evan laughing about. When he mentioned
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this to a coworker, his concern was met with a shrug. It was the coworker\\'s belief that employees agreed to be
monitored when they signed on. Although personal devices are left alone, phone calls, emails and browsing histories
are all subject to surveillance. In fact, Larry knows of one case in which an employee was fired after an undercover
investigation by an outside firm turned up evidence of misconduct. Although the employee may have stolen from the
company, Evan could have simply contacted the authorities when he first suspected something amiss. 

Larry wants to take action, but is uncertain how to proceed. 

In regard to telemarketing practices, Evan the supervisor has a misconception regarding? 

A. The conditions under which recipients can opt out 

B. The wishes of recipients who request callbacks 

C. The right to monitor calls for quality assurance 

D. The relationship of state law to federal law 

Correct Answer: B 

 

QUESTION 4

SCENARIO 

Please use the following to answer the next question: 

A US-based startup company is selling a new gaming application. One day, the CEO of the company receives an urgent
letter from a prominent EU-based retail partner. Triggered by an unresolved complaint lodged by an EU resident, the 

letter describes an ongoing investigation by a supervisory authority into the retailer\\'s data handling practices. 

The complainant accuses the retailer of improperly disclosing her personal data, without consent, to parties in the
United States. Further, the complainant accuses the EU-based retailer of failing to respond to her withdrawal of consent
and request for erasure of her personal data. Your organization, the US-based startup company, was never informed of
this request for erasure by the EU-based retail partner. The supervisory authority investigating the complaint has
threatened the suspension of data flows if the parties involved do not cooperate with the investigation. The letter closes
with an urgent request: "Please act immediately by identifying all personal data received from our company." 

This is an important partnership. Company executives know that its biggest fans come from Western Europe; and this
retailer is primarily responsible for the startup\\'s rapid market penetration. 

As the Company\\'s data privacy leader, you are sensitive to the criticality of the relationship with the retailer. 

At this stage of the investigation, what should the data privacy leader review first? 

A. Available data flow diagrams 

B. The text of the original complaint 

C. The company\\'s data privacy policies 

D. Prevailing regulation on this subject 

Correct Answer: D 
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QUESTION 5

Which of the following federal agencies does NOT have regulatory authority related to privacy? 

A. Consumer Financial Protection Bureau. 

B. U.S. Department of Transportation. 

C. U.S. Department of Commerce. 

D. Federal Reserve 

Correct Answer: B 
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