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QUESTION 1

Which of the following is a stage in the data life cycle?

A. Data classification.

B. Data inventory.

C. Data masking.

D. Data retention.

Correct Answer: D

The stages in a typical data lifecycle include creation/collection, processing, storage/retention,

usage/access/sharing/distribution, archival/preservation and destruction/deletion/disposition 3. Among these options
provided here only "Data retention" is a stage in this cycle.

QUESTION 2

A privacy engineer has been asked to review an online account login page. He finds there is no limitation on the number
of invalid login attempts a user can make when logging into their online account. What would be the best
recommendation to minimize the potential privacy risk from this weakness?

A. Implement a CAPTCHA system.

B. Develop server-side input validation checks.

C. Enforce strong password and account credentials.

D. Implement strong Transport Layer Security (TLS) to ensure an encrypted link.

Correct Answer: B

QUESTION 3

An organization has recently experienced a data breach where large amounts of personal data were compromised. As
part of a post-incident review, the privacy technologist wants to analyze available data to understand what vulnerabilities
may have contributed to the incident occurring. He learns that a key vulnerability had been flagged by the system but
that detective controls were not operating effectively. Which type of web application security risk does this finding most
likely point to?

A. Insecure Design.

B. Misconfiguration.

C. Vulnerable and Outdated Components.

D. Logging and Monitoring Failures.

Correct Answer: D
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if an organization has recently experienced a data breach where large amounts of personal data were compromised and
a post-incident review reveals that a key vulnerability had been flagged by the system but that detective controls were
not operating effectively, this finding most likely points to logging and monitoring failures as a type of web application
security risk. Effective logging and monitoring can help detect and respond to security incidents in a timely manner.

QUESTION 4

Which of the following is most important to provide to the data subject before the collection phase of the data lifecycle?
A. Privacy Notice.

B. Disclosure Policy.

C. Consent Request.

D. Data Protection Policy.

Correct Answer: A

A Privacy Notice is important to provide to data subjects before collecting their personal data because it informs them
about how their data will be used, who it will be shared with, how long it will be kept for, etc.

QUESTION 5

Which of the following would be the most appropriate solution for preventing privacy violations related to information
exposure through an error message?

A. Configuring the environment to use shorter error messages.

B. Handing exceptions internally and not displaying errors to the user.

C. Creating default error pages or error messages which do not include variable data.

D. Logging the session name and necessary parameters once the error occurs to enable trouble shooting.

Correct Answer: C
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