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QUESTION 1

An organization must terminate their cloud vendor agreement immediately. What is the most secure way to delete the
encrypted data stored in the cloud? 

A. Transfer the data to another location. 

B. Invoke the appropriate deletion clause in the cloud terms and conditions. 

C. Obtain a destruction certificate from the cloud vendor. 

D. Destroy all encryption keys associated with the data. 

Correct Answer: D 

Destroying all encryption keys associated with encrypted data stored on a cloud server would make that encrypted data
inaccessible even if it still exists on that server 4. 

 

QUESTION 2

What has been found to undermine the public key infrastructure system? 

A. Man-in-the-middle attacks. 

B. Inability to track abandoned keys. 

C. Disreputable certificate authorities. 

D. Browsers missing a copy of the certificate authority\\'s public key. 

Correct Answer: D 

 

QUESTION 3

Not updating software for a system that processes human resources data with the latest security patches may create
what? 

A. Authentication issues. 

B. Privacy vulnerabilities. 

C. Privacy threat vectors. 

D. Reportable privacy violations. 

Correct Answer: B 

 

QUESTION 4
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An EU marketing company is planning to make use of personal data captured to make automated decisions based on
profiling. In some cases, processing and automated decisions may have a legal effect on individuals, such as credit
worthiness. 

When evaluating the implementation of systems making automated decisions, in which situation would the company
have to accommodate an individual\\'s right NOT to be subject to such processing to ensure compliance under the
General Data Protection Regulation (GDPR)? 

A. When an individual\\'s legal status or rights are not affected by the decision. 

B. When there is no human intervention or influence in the decision-making process. 

C. When the individual has given explicit consent to such processing and suitable safeguards exist. 

D. When the decision is necessary for entering into a contract and the individual can contest the decision. 

Correct Answer: B 

 

QUESTION 5

When releasing aggregates, what must be performed to magnitude data to ensure privacy? 

A. Value swapping. 

B. Noise addition. 

C. Basic rounding. 

D. Top coding. 

Correct Answer: B 

Reference: https://academic.oup.com/idpl/article/8/1/29/4930711 
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