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QUESTION 1

Which of the following statements relating to digital signatures is TRUE? 

A. Digital signatures are rarely legally enforceable even if the signers know they are signing a legal document. 

B. Digital signatures are valid and enforceable in law in most countries in the world. 

C. Digital signatures are legal unless there is a statutory requirement that predates the digital age. 

D. A digital signature that uses a signer\\'s private key is illegal. 

Correct Answer: C 

 

QUESTION 2

In software engineering, what does \\'Security by Design" mean? 

A. Low Level and High Level Security Designs are restricted in distribution. 

B. All security software artefacts are subject to a code-checking regime. 

C. The software has been designed from its inception to be secure. 

D. All code meets the technical requirements of GDPR. 

Correct Answer: C 

https://en.wikipedia.org/wiki/Secure_by_design#:~:text=Secure%20by%20design%20(SBD)%2C,the %
20foundation%20to%20be%20secure.andtext=Malicious%20practices%20are%20taken%20for,or%20 on%
20invalid%20user%20input. 

 

QUESTION 3

What Is the root cause as to why SMS messages are open to attackers and abuse? 

A. The store and forward nature of SMS means it is considered a \\'fire and forget service\\'. 

B. SMS technology was never intended to be used to transmit high risk content such as One-time payment codes. 

C. The vast majority of mobile phones globally support the SMS protocol inexpensively. 

D. There are only two mobile phone platforms - Android and iOS - reducing the number of target environments. 

Correct Answer: B 

 

QUESTION 4

Which of the following types of organisation could be considered the MOST at risk from the theft of electronic based
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credit card data? 

A. Online retailer. 

B. Traditional market trader. 

C. Mail delivery business. 

D. Agricultural producer. 

Correct Answer: A 

 

QUESTION 5

James is working with a software programme that completely obfuscates the entire source code, often in 

the form of a binary executable making it difficult to inspect, manipulate or reverse engineer the original 

source code. 

What type of software programme is this? 

A. Free Source. 

B. Proprietary Source. 

C. Interpreted Source. 

D. Open Source. 

Correct Answer: C 
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