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QUESTION 1

Which of the following is an accepted strategic option for dealing with risk? 

A. Correction. 

B. Detection. 

C. Forbearance. 

D. Acceptance 

Correct Answer: A 

 

QUESTION 2

In software engineering, what does \\'Security by Design" mean? 

A. Low Level and High Level Security Designs are restricted in distribution. 

B. All security software artefacts are subject to a code-checking regime. 

C. The software has been designed from its inception to be secure. 

D. All code meets the technical requirements of GDPR. 

Correct Answer: C 

https://en.wikipedia.org/wiki/Secure_by_design#:~:text=Secure%20by%20design%20(SBD)%2C,the %
20foundation%20to%20be%20secure.andtext=Malicious%20practices%20are%20taken%20for,or%20 on%
20invalid%20user%20input. 

 

QUESTION 3

What term is used to describe the act of checking out a privileged account password in a manner that bypasses normal
access controls procedures during a critical emergency situation? 

A. Privileged User Gateway 

B. Enterprise Security Management 

C. Multi Factor Authentication. 

D. Break Glass 

Correct Answer: C 

 

QUESTION 4
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When undertaking disaster recovery planning, which of the following would NEVER be considered a "natural" disaster? 

A. Arson. 

B. Electromagnetic pulse 

C. Tsunami. 

D. Lightning Strike 

Correct Answer: B 

 

QUESTION 5

One traditional use of a SIEM appliance is to monitor for exceptions received via syslog. What system from the following
does NOT natively support syslog events? 

A. Enterprise Wireless Access Point. 

B. Windows Desktop Systems. 

C. Linux Web Server Appliances. 

D. Enterprise Stateful Firewall. 

Correct Answer: C 
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