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QUESTION 1
DRAG DROP

Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Definition
|Security Risk Treatment | | | [The method used to
identify the

confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to

characterize the
adverse impact or

consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

| Threat Assessment || | |A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacts that

would arise if the
circumstance or event occurs,
and the likelihood of

occurrence.

|Protection Needs | | | [The method used to
identify and characterize

the dangers anticipated
throughout the life cycle of the

system.

|Risk | | | [The method used to

identify feasible security
risk mitigation options and
plans.

Correct Answer:
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Security Engineering

Definition

| Protection Needs |

The method used to
identify the
confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to
characterize the

adverse impact or
consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

|Risk |

A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacts that

would arise if the
circumstance or event occurs,
and the likelihood of

occurrence.

| Threat Assessment |

QUESTION 2

DRAG DROP

The method used to
identify and characterize

the dangers anticipated
throughout the life cycle of the

system.

|Securim Risk Treatment |

The method used to

identify feasible security
risk mitigation options and
plans.

Match the objectives to the assessment questions in the governance domain of Software Assurance Maturity Model

(SAMM).

Select and Place:
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Do you advertise shared security services with guidance for

Secure Architecture project teams?

Are most people tested to ensure a baseline skill- set for

Education & Guidance secure development practices?

Does most of the organization know about what's required

Strategy & Mefrics based on risk ratings?

Vulnerability Management

Are most project teams aware of their security point(s) of
contact and response team(s)?

Correct Answer:

Do you advertise shared security services with gnidance for
Secure Architecture project teams?

Are most people tested to ensure a baseline skill- set for

Education & Guidance i P
secure development practices?

Strategy & Metrics Does most of the organization know about what's required
- based on risk ratings?

Vulnerability Management

Are most project teams aware of their security point(s) of
contact and response team(s)?

QUESTION 3
DRAG DROP

Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Seguenct Method

1 Overwriting

2 Degaussing

3 Destruction

4 Deleting

Correct Answer:
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Seguenct Method

3 Qve rwritingl

Degaussing

o

Destruction

1
| [4 Deleting

QUESTION 4

DRAG DROP

During the risk assessment phase of the project the CISO discovered that a college within the University is collecting
Protected Health Information (PHI) data via an application that was developed in-house. The college collecting this data
is

fully aware of the regulations for Health Insurance Portability and Accountability Act (HIPAA) and is fully compliant.

What is the best approach for the CISO?

Below are the common phases to creating a Business Continuity/Disaster Recovery (BC/DR) plan. Drag the remaining
BC\DR phases to the appropriate corresponding location.

Select and Place:

1 L [0 £ Tk

Risk Assessment

Business Impact Analysis
Mirtigation Strategy Development
BC\DE Plan Development
Training, Testing & Auditing

Plan Maintenance

Correct Answer:
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- —

Risk Assessment Business Impact Analysis

L

Training, Testing & Aunditing

-'7"—7'7-1 I'_'—_' _i—'_'
| Tl m 1

Mitigation Strategy Development BC'DR Plan Development

Plan Maintenance

QUESTION 5
DRAG DROP

In which order, from MOST to LEAST impacted,
below?

Select and Place:

Eveni

Disloval emplovees

User instigated

Targeted infiltration
Virus infiltrations

Correct Answer:

Eveni

does user awareness training reduce the occurrence of the events

Disloval emplovees
User-instigated

1

|2 |
Targeted infiltration g
Virus infiltrations 4

Latest CISSP-2018 Dumps | CISSP-2018 VCE Dumps | CISSP-2018 Braindumps 6/7


https://www.pass2lead.com/cissp-2018.html
https://www.pass2lead.com/cissp-2018.html
https://www.pass2lead.com/cissp-2018.html

P 2L d https://lwww.pass2lead.com/cissp-2018.html
ass ea 2024 Latest pass2lead CISSP-2018 PDF and VCE dumps Download

—— https://Pass2Lead.com

Latest CISSP-2018 Dumps CISSP-2018 VCE Dumps CISSP-2018 Braindumps

Latest CISSP-2018 Dumps | CISSP-2018 VCE Dumps | CISSP-2018 Braindumps 717


https://www.pass2lead.com/cissp-2018.html
https://www.pass2lead.com/cissp-2018.html
https://www.pass2lead.com/cissp-2018.html
http://www.tcpdf.org
https://www.pass2lead.com/cissp-2018.html
https://www.pass2lead.com/cissp-2018.html
https://www.pass2lead.com/cissp-2018.html

