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QUESTION 1

A single AP is configured with three separate WLAN profiles, as follows: 

1. 

SSID: ABCData BSSID: 00:11:22:00:1F:C3 VLAN 10 Security: PEAPv0/EAP- MSCHAPv2 with AESCCMP 3 current
clients 

2. 

SSID: ABCVoice BSSID: 00:11:22:00:1F:C4 VLAN 60 Security: WPA2-Personal with AES-CCMP 2 current clients 

3. 

SSID: Guest BSSID: 00:11:22:00:1F:C5 VLAN 90 Security: Open with captive portal authentication 3 current clients
Three STAs are connected to ABCData. Three STAs are connected to Guest. Two STAs are connected to ABCVoice. 

How many unique GTKs and PTKs are currently in place in this scenario? 

A. 1 GTK 8 PTKs 

B. 2 GTKs 5 PTKs 

C. 2 GTKs 8 PTKs 

D. 3 GTKs 8 PTKs 

Correct Answer: B 

 

QUESTION 2

What software and hardware tools are used together to hijack a wireless station from the authorized wireless network
onto an unauthorized wireless network? (Choose 2) 

A. RF jamming device and a wireless radio card 

B. A low-gain patch antenna and terminal emulation software 

C. A wireless workgroup bridge and a protocol analyzer 

D. DHCP server software and access point software 

E. MAC spoofing software and MAC DoS software 

Correct Answer: AD 

 

QUESTION 3

You must locate non-compliant 802.11 devices. Which one of the following tools will you use and why? 
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A. A spectrum analyzer, because it can show the energy footprint of a device using WPA differently from a device using
WPA2. 

B. A spectrum analyzer, because it can decode the PHY preamble of a non-compliant device. 

C. A protocol analyzer, because it can be used to view the spectrum energy of non-compliant 802.11 devices, which is
always different from compliant devices. 

D. A protocol analyzer, because it can be used to report on security settings and regulatory or rule compliance 

Correct Answer: D 

 

QUESTION 4

Which one of the following is a valid reason to avoid the use of EAP-MD5 in production WLANs? 

A. It does not support the outer identity. 

B. It is not a valid EAP type. 

C. It does not support mutual authentication. 

D. It does not support a RADIUS server. 

Correct Answer: C 

 

QUESTION 5

Given: You are using WEP as an encryption solution. You are using VLANs for network segregation. 

Why can you not establish an RSNA? 

A. RSNA connections require TKIP or CCMP. 

B. RSNA connections require BIP and do not support TKIP, CCMP or WEP. 

C. RSNA connections require CCMP and do not support TKIP or WEP. 

D. RSNA connections do not work in conjunction with VLANs. 

Correct Answer: A 
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