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QUESTION 1

Given: You have implemented strong authentication and encryption mechanisms for your enterprise 

802.11 WLAN using 802.1X/EAP with AES-CCMP. 

For users connecting within the headquarters office, what other security solution will provide continuous monitoring of
both clients and APs with 802.11-specific tracking? 

A. IPSec VPN client and server software 

B. Internet firewall software 

C. Wireless intrusion prevention system 

D. WLAN endpoint agent software 

E. RADIUS proxy server 

Correct Answer: C 

 

QUESTION 2

What type of WLAN attack is prevented with the use of a per-MPDU TKIP sequence counter (TSC)? 

A. Weak-IV 

B. Forgery 

C. Replay 

D. Bit-flipping 

E. Session hijacking 

Correct Answer: C 

 

QUESTION 3

What TKIP feature was introduced to counter the weak integrity check algorithm used in WEP? 

A. 32-bit ICV (CRC-32) 

B. Sequence counters 

C. RC5 stream cipher 

D. Michael 

E. Block cipher support 
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Correct Answer: D 

 

QUESTION 4

In order to acquire credentials of a valid user on a public hot-spot network, what attacks may be conducted? Choose the
single completely correct answer. 

A. Social engineering and/or eavesdropping 

B. RF DoS and/or physical theft 

C. MAC denial of service and/or physical theft 

D. Authentication cracking and/or RF DoS 

E. Code injection and/or XSS 

Correct Answer: A 

 

QUESTION 5

Given: AAA is an architectural framework used to provide three separate security components in a network. Listed
below are three phrases that each describe one aspect of the AAA framework. Option-1 -This AAA function is performed
first and validates user identify prior to determining the network resources to which they will be granted access. Option-2
-- This function is used for monitoring and auditing purposes and includes the collection of data that identifies what a
user has done while connected. Option-3 -- This function is used to designate permissions to a particular user. 

What answer correctly pairs the AAA component with the descriptions provided above? 

A. Option-1 Access Control Option-2 Authorization Option-3 Accounting 

B. Option-1 Authentication Option-2 Accounting Option-3 Association 

C. Option-1 Authorization Option-2 Access Control Option-3 Association 

D. Option-1 Authentication Option-2 Accounting Option-3 Authorization 

Correct Answer: D 
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