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QUESTION 1

While seeking the source of interference on channel 11 in your 802.11n WLAN running within 2.4 GHz, you notice a
signal in the spectrum analyzer real time FFT display. The signal is characterized with the greatest strength utilizing only
1-2 megahertz of bandwidth and it does not use significantly more bandwidth until it has weakened by roughly 20 dB. At
approximately -70 dB, it spreads across as much as 35 megahertz of bandwidth. What kind of signal is described?

A. A high-power ultra wideband (UWB) Bluetooth transmission.

B. A 2.4 GHz WLAN transmission using transmit beam forming.

C. A high-power, narrowband signal.

D. A deauthentication flood from a WIPS blocking an AP.

E. An HT-OFDM access point.

F. A frequency hopping wireless device in discovery mode.

Correct Answer: C

QUESTION 2

A network security auditor is preparing to perform a comprehensive assessment of an 802.11ac network\\'s security.
What task should be performed at the beginning of the audit to maximize the auditor\\'s ability to expose network
vulnerabilities?

A. Identify the IP subnet information for each network segment.

B. Identify the manufacturer of the wireless infrastructure hardware.

C. Identify the skill level of the wireless network security administrator(s).

D. Identify the manufacturer of the wireless intrusion prevention system.

E. Identify the wireless security solution(s) currently in use.

Correct Answer: E

QUESTION 3

For which one of the following purposes would a WIPS not be a good solution?
A. Enforcing wireless network security policy.

B. Detecting and defending against eavesdropping attacks.

C. Performance monitoring and troubleshooting.

D. Security monitoring and notification.
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Correct Answer: B

QUESTION 4

Which one of the following is not a role defined in the 802.1X authentication procedures used in 802.11 and 802.3
networks for port-based authentication?

A. AAA Server

B. Authentication Server
C. Supplicant

D. Authenticator

Correct Answer: A

QUESTION 5

The IEEE 802.11 standard defined Open System authentication as consisting of two auth frames and two assoc frames.
In a WPA2-Enterprise network, what process immediately follows the 802.11 association procedure?

A. 802.1X/ EAP authentication
B. Group Key Handshake

C. DHCP Discovery

D. RADIUS shared secret lookup
E. 4-Way Handshake

F. Passphrase-to-PSK mapping

Correct Answer: A
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