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QUESTION 1

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium? 

A. Server credentials 

B. User credentials 

C. RADIUS shared secret 

D. X.509 certificates 

Correct Answer: B 

 

QUESTION 2

Your company has just completed installation of an IEEE 802.11 WLAN controller with 20 controller-based APs. The
CSO has specified PEAPv0/EAP-MSCHAPv2 as the only authorized WLAN authentication mechanism. Since an LDAP-
compliant user database was already in use, a RADIUS server was installed and is querying authentication requests to
the LDAP server. Where must the X.509 server certificate and private key be installed in this network? 

A. Controller-based APs 

B. WLAN controller 

C. RADIUS server 

D. Supplicant devices 

E. LDAP server 

Correct Answer: C 

 

QUESTION 3

What TKIP feature was introduced to counter the weak integrity check algorithm used in WEP? 

A. RC5 stream cipher 

B. Block cipher support 

C. Sequence counters 

D. 32-bit ICV (CRC-32) 

E. Michael 

Correct Answer: E 
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QUESTION 4

You must implement 7 APs for a branch office location in your organizations. All APs will be autonomous and provide
the same two SSIDs (CORP1879 and Guest). 

Because each AP is managed directly through a web-based interface, what must be changed on every AP before
enabling the WLANs to ensure proper staging procedures are followed? 

A. Output power 

B. Fragmentation threshold 

C. Administrative password 

D. Cell radius 

Correct Answer: C 

 

QUESTION 5

The following numbered items show some of the contents of each of the four frames exchanged during the 4-way
handshake. 

1.

 Encrypted GTK sent 

2.

 Confirmation of temporal key installation 

3.

 ANonce sent from authenticator to supplicant 

4.

 SNonce sent from supplicant to authenticator, MIC included 

Arrange the frames in the correct sequence beginning with the start of the 4-way handshake. 

A. 1, 2, 3, 4 

B. 3, 4, 1, 2 

C. 4, 3, 1, 2 

D. 2, 3, 4, 1 

Correct Answer: B 
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