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QUESTION 1

What protocol is sometimes used to access a network or user directory by a RADIUS server instead of using an internal
user database? 

A. DHCP 

B. NTP 

C. EAP 

D. LDAP 

Correct Answer: D 

 

QUESTION 2

You have enabled 802.11 standard Fast BSS Transition on your WLAN. Opportunistic Key Caching was previously
used. Now several VoIP handsets are dropping calls during roaming. What is the best solution? 

A. Install more APs 

B. Re-enable OKC 

C. Disable all roaming solutions 

D. Use WPA2-Personal instead 

Correct Answer: B 

 

QUESTION 3

What can be configured in some client devices to encourage them to use 5 GHz APs whenever they are available? 

A. Band preference 

B. Gaming mode 

C. Band selection 

D. Roaming aggressiveness 

Correct Answer: A 

 

QUESTION 4

What process is used after authentication to generate and install encryption keys on 802.11 devices using WPA2? 

A. 802.1X port-based authentication 
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B. Passphrase to PSK mapping algorithm 

C. EAP authentication 

D. 4-way handshake 

Correct Answer: D 

 

QUESTION 5

You are receiving reports from several users that their clients connect with very low data rates. All reports are confined
to a particular area in the facility and the users report that the problem does not occur with the same devices in other
areas. What is most likely problem in that area? 

A. High SNR 

B. Improper AP security configuration 

C. Poor signal strength 

D. Improper client security configuration 

Correct Answer: C 
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