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QUESTION 1

Karen was running port scans on each machine of her network in order to identify suspicious ports on the target
machines. She observed the following results during the port scan of a particular machine. 

I. Some of the ports were not being acknowledged, i.e. no acknowledgment from the target machine 

II. Some ports were responding with SYN + ACK packets 

III. Some ports were responding with an RST packet 

What should she interpret for the ports that did not return the acknowledgement? 

A. She should that those ports as Closed ports 

B. She should that those ports as Open ports 

C. She should that those ports as Stealth ports 

D. She should that those ports as Half Open ports 

Correct Answer: C  

 

QUESTION 2

An attacker with a malicious intention decided to hack confidential data from the target organization. For acquiring such
information, he started testing IoT devices that are connected to the target network. He started monitoring the network
traffic passing between the IoT devices and the network to verify whether credentials are being transmitted in clear text.
Further, he also tried to crack the passwords using well-known keywords across all the interfaces. Which of the
following IoT threats the attacker is trying to exploit? 

A. Poor physical security 

B. Poor authentication 

C. Privacy concerns 

D. Insecure firmware 

Correct Answer: B 

 

QUESTION 3

Paulette works for an IT security consulting company that is currently performing an audit for the firm ACE Unlimited.
Paulette\\'s duties include logging on to all the company\\'s network equipment to ensure IOS versions are up-to-date
and all the other security settings are as stringent as possible. Paulette presents the following screenshot to her boss so
he can inform the clients about necessary changes need to be made. From the screenshot, what changes should the
client company make? Exhibit: 
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A. The banner should not state "only authorized IT personnel may proceed" 

B. Remove any identifying numbers, names, or version information 

C. The banner should include the Cisco tech support contact information as well 

D. The banner should have more detail on the version numbers for the network equipment 

Correct Answer: B 

 

QUESTION 4

Identify the framework that comprises of five levels to guide agency assessment of their security programs and assist in
prioritizing efforts for improvement: 

A. Information System Security Assessment Framework (ISSAF) 

B. Microsoft Internet Security Framework 

C. Nortells Unified Security Framework 

D. Federal Information Technology Security Assessment Framework 

Correct Answer: D 

 

QUESTION 5

Which of the following statements is true about Multi-Layer Intrusion Detection Systems (mIDSs)? 

A. Decreases consumed employee time and increases system uptime 

B. Increases detection and reaction time 

C. Increases response time 
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D. Both Decreases consumed employee time and increases system uptime and Increases response time 

Correct Answer: A 
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