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QUESTION 1

A user unknowingly installed a fake malicious banking app in his Android mobile. This app includes a configuration file
that consists of phone numbers of the bank. When the user makes a call to the bank, he is automatically redirected to
the number being used by the attacker. The attacker impersonates as a banking official. Also, the app allows the
attacker to call the user, then the app displays fake caller ID on the user\\'s mobile resembling call from a legitimate
bank. Identify the attack being performed on the Android mobile user? 

A. Tailgating 

B. SMiShing 

C. Vishing 

D. Eavesdropping 

Correct Answer: C 

 

QUESTION 2

Meyer Electronics Systems just recently had a number of laptops stolen out of their office. On these laptops contained
sensitive corporate information regarding patents and company strategies. A month after the laptops were stolen, a
competing company was found to have just developed products that almost exactly duplicated products that Meyer
produces. What could have prevented this information from being stolen from the laptops? 

A. SDW Encryption 

B. EFS Encryption 

C. DFS Encryption 

D. IPS Encryption 

Correct Answer: B 

 

QUESTION 3

A WHERE clause in SQL specifies that a SQL Data Manipulation Language (DML) statement should only affect rows
that meet specified criteria; The criteria are expressed in the form of predicates. WHERE clauses are not mandatory
clauses of SQL DML statements, but can be used to limit the number of rows affected by a SQL DML statement or
returned by a query. 
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A pen tester is trying to gain access to a database by inserting exploited query statements with a WHERE 

clause. The pen tester wants to retrieve all the entries from the database using the WHERE clause from a 

particular table (e.g. 

StudentTable). 

What query does he need to write to retrieve the information? 

A. EXTRACT* FROM StudentTable WHERE roll_number = 1 order by 1000 

B. DUMP * FROM StudentTable WHERE roll_number = 1 AND 1=1-

C. SELECT * FROM StudentTable WHERE roll_number = \\'\\' or \\'1\\' = \\'1` 

D. RETRIVE * FROM StudentTable WHERE roll_number = 1\\'# 

Correct Answer: C 

 

QUESTION 4

Choose the correct option to define the Prefix Length. 

A. Prefix Length = Subnet + Host portions 

B. Prefix Length = Network + Host portions 
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C. Prefix Length = Network + Subnet portions 

D. Prefix Length = Network + Subnet + Host portions 

Correct Answer: C 

 

QUESTION 5

During a DHCP handshake in an IPv4 network, which of the following messages contains the actual IP addressing
information for the clients to use? 

A. DHCPDISCOVER 

B. DHCPACK 

C. REPLY 

D. SOLICIT 

Correct Answer: B 
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