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QUESTION 1

Which of these services would you use to allow the use of P2P programs for a specific department in your organization?
(Select one.) 

A. Reputation Enabled Defense 

B. Application Control 

C. Data Loss Prevention 

D. IPS 

Correct Answer: B 

 

 

QUESTION 2

You need to create an HTTP-proxy policy to a specific domain for software updates (example.com). The update site has
multiple subdomains and dynamic IP addresses on a content delivery network. Which of these options is the best way to
define the destination in your HTTP-proxy policy? (Select one.) 

A. Configure a host name for update.example.com. 

B. Configure an FQDN for *.example.com. 

C. Add IP addresses that correspond to each software update server in the domain. 

D. Create an alias for all subdomains and known IP addresses for example.com. 

Correct Answer: B 

 

 

QUESTION 3

Which of these options must you configure in an HTTPS-proxy policy to detect credit card numbers in HTTP traffic that
is encrypted with SSL? (Select two.) 

A. WebBlocker 

B. Gateway AntiVirus 

C. Application Control 

D. Deep inspection of HTTPS content 

E. Data Loss Prevention 

Correct Answer: DE 
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QUESTION 4

You can configure your Firebox to send log messages to how many WatchGuard Log Servers at the same time? (Select
one.) 

A. One 

B. Two 

C. As many as you have configured on your network. 

Correct Answer: B 

 

 

QUESTION 5

Match each WatchGuard Subscription Service with its function. 

Uses full-system emulation analysis to identify characteristics and behavior of zero-day malware. (Choose one). 

A. Reputation Enable Defense RED 

B. Gateway / Antivirus 

C. Data Loss Prevention DLP 

D. Spam Blocker 

E. WebBlocker 

F. Intrusion Prevention Server IPS 

G. Application Control 

H. Quarantine Server 

I. APT Blocker 

Correct Answer: I 

APT Blocker is intended to stop malware and zero-day threats that are trying to invade an organization\\'s network. APT
Blocker uses a next-gen sandbox to get detailed views into the execution of a malware program. After first running
through other security services, files are fingerprinted and checked against an existing database – first on the appliance
and then in the cloud. If the file has never been seen before, it is analyzed using the system emulator, which monitors
the execution of all instructions. It can spot the evasion techniques that other sandboxes miss. 

Reference: http://www.watchguard.com/wgrd-products/security-modules/apt-blocker 
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