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QUESTION 1

Match the monitoring tool to the correct task.

Which is not a Fireware monitoring tool? (Select one)
A. FireBox System Manager — Blocked Sites list

B. Log Server

C. FireWatch

D. Firebox System Manager — Subscription services
E. Firebox System Manager — Authentication list

F. Traffic Monitor

Correct Answer: B

The Fireware monitor and configuration tools are: Edge Web Manager, Firebox System Manager, HostWatch, and

Ping.

Reference: Fireware Basics, Courseware: WatchGuard System Manager 10, pages 15, 34, 59, 181

QUESTION 2

Match the monitoring tool to the correct task.

Which tool can learn the status of your IPS signature database? (Select one)
A. FireBox System Manager — Blocked Sites list

B. Log Server

C. FireWatch

D. Firebox System Manager — Subscription services
E. Firebox System Manager — Authentication list

F. Traffic Monitor

Correct Answer: D

To look up information about an IPS signature:

1.

Open Firebox System Manager.

2.
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Select the Subscription Services tab.
3.
In the Intrusion Prevention section, click Show.

Reference: Fireware Basics, Courseware: WatchGuard System Manager 10, pages 15, 34, 59, 181

QUESTION 3

Match each type of NAT with the correct description:

Conserves IP addresses and hides the internal topology of your network. (Choose one)

A. 1-tol NAT

B. Dynamic NAT

C. NAT Loopback

Correct Answer: B

Dynamic NAT is also known as IP masquerading. With dynamic NAT many computers can connect to the Internet from
one public IP address. Dynamic NAT gives more security for internal hosts that use the Internet, because it hides the IP
addresses of hosts on your network.

Reference: http://www.watchguard.com/help/docs/wsm/xtm_11/en-US/index.html#en-US/nat/

nat_dynamic_use_c.html%3FTocPath%3DNetwork%2520Address%2520Translation%2520(NAT)%
7CAbout%2520Dynamic%2520NAT%7C 0

QUESTION 4

Match each WatchGuard Subscription Service with its function.

Controls access to website based on content categories. . (Choose one).

A. Reputation Enable Defense RED

B. Gateway / Antivirus

C. WebBlocker

D. Intrusion Prevention Server IPS

E. Application Control

Correct Answer: C

WebBlocker controls access to the good and bad places that are reachable on the web, preventing users from gaining
access to sites that have evil intentions. If you configure WebBlocker to use the Websense cloud for WebBlocker

lookups, WebBlocker uses the Websense content categories. A web site is added to a category when the content of the
web site meets the criteria for the content category.
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Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html

QUESTION 5

Which of these options must you configure in an HTTPS-proxy policy to detect credit card numbers in HTTP traffic that
is encrypted with SSL? (Select two.)

A. WebBlocker

B. Gateway AntiVirus

C. Application Control

D. Deep inspection of HTTPS content
E. Data Loss Prevention

Correct Answer: DE
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