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QUESTION 1

Which of the following methods of protection are used by the BIG-IP ASM System to mitigate buffer overflow attacks? 

A. HTTP RFC compliancy checks 

B. Length restrictions and attack signatures 

C. Length restrictions and site cookie compliancy checks 

D. Meta-character enforcement and HTTP RFC compliancy check 

Correct Answer: B 

 

QUESTION 2

Which method of protection is not provided by the Rapid Deployment policy template? 

A. Data leakage 

B. Buffer overflow 

C. HTTP protocol compliance 

D. Dynamic parameter validation 

Correct Answer: D 

 

QUESTION 3

Which of the following methods are used by the BIG-IP ASM System to protect against SQL injections? 

A. HTTP RFC compliancy checks 

B. Meta-character enforcement and attack signatures 

C. HTTP RFC compliancy checks and length restrictions 

D. Response scrubbing, HTTP RFC compliancy checks, and meta-character enforcement 

Correct Answer: B 

 

QUESTION 4

Which of the following is a language used for content provided by a web server to a web client? 

A. FTP 

B. TCP 
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C. HTTP 

D. HTML 

Correct Answer: D 

 

QUESTION 5

Sensitive parameters is a feature used to hide sensitive information from being displayed in which of the following? 

A. Client request 

B. Server response 

C. GUI and logs of BIG-IP ASM System 

D. Configuration file of BIG-IP ASM System 

Correct Answer: C 
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