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QUESTION 1

Which threats can a FortiSandbox inspect when it is deployed in sniffer mode? (Choose three.) 

A. Suspicious website access 

B. Botnet connections 

C. Applications that use excessive bandwidth 

D. Known viruses 

E. Spam 

Correct Answer: ABE 

 

QUESTION 2

What mechanism does FortiGate use to avoid sending a file that has been already inspected to FortiSandbox? 

A. FortiGate sends the file name to FortiGuard. FortiGuard checks if a file with that name has been already inspected. 

B. FortiGate sends the file name to FortiSandbox. FortiSandbox checks if it has already inspected a file with that name. 

C. FortiGate sends a hash of the file to FortiSandbox. FortiSandbox checks if it has already inspected a file with that
hash. 

D. FortiGate searches its cache of a list of file names that it has already inspected. 

Correct Answer: B 

 

QUESTION 3

If FortiSandbox connects to FortiGuard through a web proxy server, which FortiSandbox interface must have access to
the proxy server? 

A. port3 

B. port2 

C. port1 

D. port4 

Correct Answer: C 

 

QUESTION 4

Based on the exhibit, which are true? (Choose two.) 
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A. Depending on the version indicated in the PDF file, FortiSandbox will scan using only one PDF reader (either Adobe
Reader 9 or Adobe Reader 11). 

B. If there are no Internet Explorer 10 installations in your network, you can safely disable the scanning of Adobe Flash
with Microsoft Internet Explorer 10. 

C. FortiSandbox will scan all Flash applications using Internet Explorer 10. This does not guarantee safety for Internet
Explorer 8. 

D. You can safely disable the PDF scanning with Acrobat Reader 9 because PDF scanning with Acrobat Reader 11 is
enabled. 

Correct Answer: AC 

 

QUESTION 5

Which protocols can FortiSandbox use to connect to a network file share? (Choose two.) 

A. FTP 

B. HTTP 

C. NFSv2 

D. CIFS 

Correct Answer: AB 
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