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QUESTION 1

In the attack shown below, a victim host packet captures the traffic. According to the information shown, what kind of
attack is this?

1 0.000000. 1.1.1M.32 1.1,120.4 4 ] ndap > bt [ACK] Segel Ackel wine£3535 Lens13d2
2 0L064197 - 1.1,329.33 1.1.128.4 e sep-config » cbr [ACK] Segel Acksl win=55535 Lenal342
TeIAVTE LM 111284 T docomentem > cht [ACk] Seqel Ack-l win=B5535 Len=1342
40,1986 1.1.129.2% 1.1.128.4 b9 documentum-5 > bt [a0x] Segel ackel wineE3535 Lenel3]
SOL267378 111336 1,5.128.4 b1 ] emcrafrecd » cht [ACK] Segsl acksl wine85535 Lenml3d2
EO3IA007 1.1 L1.128.4 i ] mcrnird = cht [ACK] Segel Acks1 winsB5535 Lens=1342
TO.IIBERE 1.L.128.36 11,1304 1] 10006 > chr [a0x] Seqel acks] wins£3535 Lens132

* Prger chackia: Unc M [correct] 7

Source: 1100832011129, 50)
Destination: 1.1.126.4 {1.1.138.4)
= Transsission Control Protocol, SPc Port: ndeg (100007, tst Port: cbb (7777), Seq: ', ack; 3, Lem: 1343
Source porti ndap -{10000)
pistinacion part: ot (7777)
[Stresm fndex: 0]
sequence rusber: 1 (relative sequence nusber)
[west secuence mumber: 1343 [relative sequerce nomber)]
arknowleseceent rusher: 1 (relative ack msber)
seader Tengrh: 20 bytes
Flags: dudd (ax)
BOD. i i w Rigpryed: Mot Set
waell s eae = NONERD WOE 52T L
eew B ovve = Congestion window Reduced (Cam)) Net set
cene fi. op,. = BON-EChoT NOT SET
...... B .= UPGEALD MNOT S4C
v vaad vee ® Alireledgesent - Set
vee Booo = Push: ot et
ee Gaae ol = BRSEL: Wob 588
ene vane sl = By02 NOR SEL
........... 0 = Fin: WOt 561
window 547 valoe: 55333
[cateulated window size: §3535)

Pdiade slas saslfcc Bosmans & Prodae S

A. SYN Flood

B. SYN-ACK Flood
C. ACK-Flood

D. Connection Flood

Correct Answer: C

QUESTION 2

A USG firewall can be divided into several virtual firewalls, and allows the root firewall administrator to manage the
virtual firewall administrators allowed access to each virtual firewall.

A. TRUE
B. FALSE

Correct Answer: A
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QUESTION 3

In an enterprise network, USG A and USG B have established an IPsec VPN. The administrator needs to simulate
traffic from server A to server B to test the connection. What ping command should the administrator use to simulate this

traffic?

USE_A USG_B ServerB

Server A

A. Ping -a
B. Ping -c
C. Ping -t
D. Ping —s

Correct Answer: A

QUESTION 4

SSL VPN authentication is successful, and with the use of the file-sharing feature, you can view the directories and files,
but you can not upload, delete, or rename files. What are possible reasons? (Choose two answers)

A. If the file server for NFS, the user\\'s UID and GID attribute does not allow users to upload, delete or rename the file
operation.

B. If the type of file server for SMB, the user currently logged on to the file share resource has only read permission and
no write access.

C. The SSL firewall configuration file sharing feature allows only viewing.
D. Some TCP connections between the gateway and the virtual file server are blocked by the firewall.

Correct Answer: AB

QUESTION 5
What are the three elements of abnormal flow cleaning solution? (Choose three answers)
A. Cleaning Center

B. Testing Center
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C. Management Center
D. Acquisition Center

Correct Answer: ABC
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