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QUESTION 1

Which statement is correct about security on a wireless network?

A. 802.1X with EAP-TLS mode provides encryption without authentication.

B. In MAC authentication, the MAC address can be spoofed.

C. 802.1X with PEAP MSCHAPV?2 provides authentication without encryption.
D. MAC authentication provides encryption.

Correct Answer: B

QUESTION 2

Which authentication mechanism uses a RADIUS server in an HP BYOD solution?
A. WPAPSK

B. WPA2 802.1X

C. WPA2 PSK

D. WEP

Correct Answer: B

QUESTION 3

A customer is planning to deploy HP MSM466-R access points in an extreme cold environment to interconnect to the
Unified Wired-WLAN Module in the HP switch. Which requirement is needed to accomplish this?

A. NEMA 4X enclosures should be used to house the access points.
B. Switch ports must support PoE.

C. PoE redundancy must be enabled on the interface.

D. Access Point must deploy internal antennas.

Correct Answer: B

QUESTION 4

An organization\\'s security policy mandates the use of 802.1X port based authentication. The organization\\'s security
policy also mandates that before an employee\\'s personal device can connect to the wireless network, it must download
anti-virus, security patch, and other essential software. What should be configured on the access point to support these
requirements?
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A. EAP-TLS

B. dynamic WEP

C. portal authentication
D. 802.1X guest VLAN

Correct Answer: D

QUESTION 5
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An organization wants to upgrade their wireless network to allow employees to connect using their 802.11ac enabled
devices. Which HP access points meet this requirement?

A. HP 425
B. HPMSM466
C. HP MSM430
D. HP 560

Correct Answer: D
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