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QUESTION 1

Which type of ClearPass service is used to process health checks from the OnGuard agent? 

A. WebAuth 

B. RADIUS 

C. TACACS 

D. HTTP 

E. AppAuth 

Correct Answer: A 

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/OnGuard%20config%20Tech%20Note%20v1.pdf 

 

QUESTION 2

In which stage of the Onboard process is the enterprise\\'s root certificate installed on the iOS device? 

A. During EAP authentication 

B. Provisioning 

C. Authentication 

D. Pre-provisioning 

E. Authorization 

Correct Answer: D 

Reference https://www.slideshare.net/ArubaNetworks/onboard-deployment-guide-396 (slide 15) 

 

QUESTION 3

Where are guest user\\'s stored? 

A. Active Directory 

B. Local User Repository 

C. Local user database 

D. Guest User Repository 

E. Onboard Repository 
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Correct Answer: D 

 

QUESTION 4

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source? 

A. to translate and combine AD attributes into ClearPass roles 

B. to send roles from ClearPass to the AD user to update a user\\'s group membership 

C. to enable attributes as roles directly without needing role mapping rules 

D. to send Aruba firewall roles back to the Aruba Network Access Device 

E. to send details of a user\\'s connection to the AD user to store in its database 

Correct Answer: B 

 

QUESTION 5

When Active Directory is added as an authentication source, what should the format be for the Active Directory bin DN? 

A. admin.domain.com 

B. domain.com\admin 

C. domain.com 

D. admin@domain.com 

E. admin\domain.com 

Correct Answer: D 

For Active Directory, the bind DN can also be in the administrator@domain format (for example,
administrator@acme.com). 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/Auth/AuthSource_GenericLDAP.htm 
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