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QUESTION 1

In which stage of the Onboard process is the enterprise\\'s root certificate installed on the iOS device? 

A. During EAP authentication 

B. Provisioning 

C. Authentication 

D. Pre-provisioning 

E. Authorization 

Correct Answer: D 

Reference https://www.slideshare.net/ArubaNetworks/onboard-deployment-guide-396 (slide 15) 

 

QUESTION 2

What must a network administrator configure on ClearPass to enable RADIUS authentication with a network access
device (NAD)? (Choose two.) 

A. An NTP server needs to be set up on the NAD. 

B. The ClearPass server certificate must be installed on the NAD. 

C. A shared secret must be configured on the ClearPass server and NAD. 

D. The ClearPass server must have the network device added as a valid NAD. 

E. A bind username and bind password must be provided. 

Correct Answer: CD 

 

QUESTION 3

An organization wants to have employees connect their own personal devices securely to the WLAN. Which ClearPass
feature can be used to accomplish this? 

A. Enforcement 

B. Guest 

C. Profiling 

D. Onboarding 

E. Guest with self-registration 

Correct Answer: D 
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Reference http://www.arubanetworks.com/pdf/solutions/CS_ConsulateHealthCare.pdf 

 

QUESTION 4

Which policy component is the final step in the policy service flow in ClearPass? 

A. Enforcement 

B. Posture 

C. Authorization 

D. Roles 

E. Authentication 

Correct Answer: A 

 

QUESTION 5

How is ClearPass enabled to perform DHCP profiling for devices in a network? 

A. by enabling a port mirror on the network access device to mirror all user traffic to ClearPass 

B. by enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass 

C. by enabling the `DHCP ignore\\' feature on network access devices 

D. by configuring ClearPass as a secondary DHCP server on the client 

E. by enabling profiling on ClearPass; configuration of the network access devices is not necessary 

Correct Answer: B 

Reference https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/
ClearPass%20Profiling%20TechNote.pdf 
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